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ABSTRACT

Estimating the reliability of future energy supply chains is a vital yet complex task driven by environmental and
energy security concerns in the context of the ongoing energy transition. This transition necessitates the inte-
gration of new technologies and systems into interconnected networks or supply chains. In this context, hydrogen
plays a crucial role in the transition to green energy, as it is anticipated a surge in the establishment of “green”
hydrogen supply chains (HSC), necessitating the assurance of reliability in meeting international roadmap tar-
gets. Technological reliability is typically evaluated by applying quantitative methods to current technologies.
For future HSCs, the reliability assessment challenge is related to their prospective nature, with additional un-
certainty due to the technologies' interdependencies. When stakeholders rely solely on technology readiness
levels, essential aspects of the supply chain are not considered. This work introduces a novel methodology to
assess the technological and organizational reliability of future HSCs, contributing to the literature on hydrogen
reliability and strategic foresight. It also offers macro-level reliability projections for green HSCs by 2030,
integrating input from energy experts and providing valuable insights for the scientific community, academia,
and professionals. The proposed methodology's novelty lies in its ability to integrate various nodes of prospective
HSCs. The study employs mixed methods, incorporating quantitative (multi-attribute utility theory) and quali-
tative approaches (horizon scanning). Variables such as capacity, flexibility, infrastructure vulnerability, and
consequences of disruption are considered to quantify reliability, with twenty-four metrics included. Data
collection employs the perspective of 2030 through a participatory study based on surveys and interviews,
drawing insights from twenty-nine international experts associated with various HSCs-related technologies. The
methodology is applied to a case study for a green HSC involving solar/wind energy, electrolysis, transportation,
storage, and refueling stations. This paper presents the quantitative results, projecting moderate reliability for
green HSCs by 2030. Solar HSCs have been considered slightly more reliable than wind HSCs. The interde-
pendence of electrolysis technology and several aspects related to hydrogen transportation are perceived as vital
risks affecting the reliability of green HSCs. Having a constant hydrogen supply is seen as a more significant
challenge than HSC's response to unexpected interruptions. The research found specific disparities in expert
opinions that enriched the data collection process with complementary viewpoints, benefiting from the former's
heterogeneous profiles.

Abbreviations

BBN Bayesian (Belief) Network
BT Bow-Tie (Analysis/Diagram)

* Corresponding author.

CH2 compressed hydrogen storage system
CRADIS compromise ranking of alternatives from distance to ideal
solution

CRITIC combining criteria interaction through inter-criteria

E-mail addresses: de.sofia@uni-corvinus.hu (S. De-Leén Almaraz), moustapha-mai_m@univ-corse.fr (T. Moustapha Mai), iris.melendez@uni-corvinus.hu
(LR. Melendez), mk.loganathan@iitdalumni.com (M.K. Loganathan), catherine.azzaropantel @toulouse-inp.fr (C. Azzaro-Pantel).

https://doi.org/10.1016/j.techfore.2024.123816

Received 11 December 2023; Received in revised form 4 September 2024; Accepted 5 October 2024

Available online 23 October 2024

0040-1625/© 2024 The Authors. Published by Elsevier Inc. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


mailto:de.sofia@uni-corvinus.hu
mailto:moustapha-mai_m@univ-corse.fr
mailto:iris.melendez@uni-corvinus.hu
mailto:mk.loganathan@iitdalumni.com
mailto:catherine.azzaropantel@toulouse-inp.fr
www.sciencedirect.com/science/journal/00401625
https://www.elsevier.com/locate/techfore
https://doi.org/10.1016/j.techfore.2024.123816
https://doi.org/10.1016/j.techfore.2024.123816
https://doi.org/10.1016/j.techfore.2024.123816
http://creativecommons.org/licenses/by/4.0/

S. De-Le6n Almaraz et al.

correlation
EDNS Expected Demand Not Supplied
ESD Event Sequence Diagrams
ETA Event Tree Analysis

FEM Finite Element Model Kriging method

FMEA  Failure Mode and Effect Analysis

FMECA Failure Mode Effect and Criticality Analysis
FMME failure modes and maintenance events
FORM  First Order Reliability Method

FST Fuzzy Set Theory

FTA Fault Tree Analysis

GOs General Objectives

HAZID Hazard Identification

HAZOP Hazard and Operability Studies
HL Hasofer and Lind

HRS hydrogen refueling station

HS Horizon Scanning

HSC hydrogen supply chains

HyRAM hydrogen risk assessment models

ISRM Importance Sampling Reduction Method
LH2 liquid hydrogen storage system

LOHC  Liquid Organic Hydrogen Carriers
LOHP Loss of Hydrogen Probability
LOLP Loss of Load Probability

LPSP Loss of Power Supply Probability
MA Markov Analysis

MADM  Multi Attribute Decision Making
MAUT  multi-attribute utility theory
MCDA  Multi Criteria Decision Analysis

MCS Monte Carlo Simulation

NG Natural Gas

PEM Proton Exchange membrane
PoE Probability of Exceedance
PoF Probability of Failure

PtG Power to Gas

PV Photovoltaic energy

RA reliability analyses

RBD Reliability Block Diagram
RI Reliability Index

SMR Steam Methane Reforming

SORM  Second Order Reliability Method

SRSM Stochastic Response Surface Method
SWARA Stepwise Weight Assessment Ratio Analysis

SWIFT  Structure What-if Technique

SWOT  Strengths, Weaknesses, Opportunities, and Threats
TRL technological readiness level

UGF Universal Generating Function

WASPAS Weighted Aggregated Sum Product Assessment

Sets, parameters, and variables

c concepts

e experts opinions

i metrics

j subsystems

n attributes

r General Objectives (Adequacy and Security)

Variables

Wej average importance rate for concepts (c) for technology (j)

Wejr average importance rate for concepts (c) included in objective (r)
for technology (j)

Wiy average importance rate for metric (i) for technology (j)

Wi average importance rate for metric (i) included in concept (c) for
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technology (j)

MaxLikertValue highest allowed value in the survey: 5

Nej total number of experts (e) evaluating technology (j)

U utility per concept

ujj normalized utility for metric (i) for technology (j)

Uije reliability rate for metric (i) for technology (j) given by expert (e)

U utility per general objective

wej normalized weight for concept (c) for technology (j)

Weje importance rate for concept (c) for technology (j) given by expert
(e)

wij normalized weight for metric (i) for technology (j)

Wije importance rate for metric (i) for technology (j) given by expert
(e

1. Introduction

According to the International Energy Agency (IEA, 2023a), energy
demand is expected to rise persistently, emphasizing the pressing need
to enhance energy security. There is also a need to accelerate the shift
toward affordable, sustainable, and clean energy solutions (European
Commission, n.d.). Reliability and energy security have also been
underscored as critical factors concerning recently experienced vulner-
abilities associated with the energy crisis, such as price volatility, lack of
supply, interdependencies, and geopolitics (IEA, 2023a).

Technology roadmaps are widely used by governments and serve as
guidance for decision-making in the energy transition (McDowall,
2012). Renewable energy sources (RES) are proposed to be key elements
of decarbonization efforts (IEA, 2023b). However, RES intermittency
poses a significant barrier to their widespread integration into the en-
ergy mix. In addressing this challenge, hydrogen (Hz) has emerged as a
promising energy carrier that permits the use of surplus renewable
electricity generation, such as that from photovoltaic and wind farms,
thereby enhancing the flexibility of energy systems (Azzaro-Pantel,
2018). Currently, hydrogen is primarily produced and used in industrial
applications, with on-site generation predominantly relying on Steam
Methane Reforming (SMR) (IEA, 2023b). Substituting SMR production
with electrolysis powered by renewable electricity produces renewable
or “green” hydrogen. However, this transition entails trade-offs, such as
weighing the reduction in CO5 emissions against factors such as energy
consumption, water usage, cost (Gonzalez Palencia et al., 2022), safety
risk, social cost-benefit, etc. (De-Leon Almaraz et al., 2022, 2014).
Technical reliability might also be affected.

A concrete example is found in the European Union (EU) region,
which has set the target of deploying a minimum of 40 gigawatts (GW)
of renewable hydrogen through electrolysis by 2030 (European Com-
mission, 2022). The EU then plans to produce up to 10 million tons of
renewable hydrogen within its territory and import an extra 10 million
tons from non-EU nations (European Commission, 2022). The techno-
logical readiness level (TRL) scale is a useful tool for evaluating the
progress of a technology from the conceptual stage to market readiness
(IEA, 2020). However, new hydrogen technologies are associated with
uncertainty regarding their technological capabilities, including reli-
ability. A disruption in energy supply chains could have a tremendous
impact on society and the economy because it would affect all human
activity (Franki and Viskovi¢, 2015). It is therefore crucial to identify the
potential challenges and threats posed by a vulnerable HSC. This paper
seeks to identify these issues.

The reliability of energy infrastructure is defined by McCarthy et al.
(2007) and Scholten (2013) as “the ability of [an energy] system to deliver
the product (or service) transported over the network without interruption
and without deterioration of its quality, i.e., the ability to supply the quantity
and quality of energy desired by the customer when it is needed.” In estab-
lished systems, Reliability analyses (RAs) can be conducted at both
component and system levels and are not constrained to evaluating
technical aspects. Sustaining reliability encompasses a dual focus on
technical and organizational considerations (Scholten, 2013).
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Technically, reliability pertains to the probability that a system will
accomplish its designated function without failure for a specified dura-
tion while operating under standard conditions (Blank, 2004; Ebeling,
1997). From an organizational perspective, the emphasis on maintain-
ing reliability is directed at the various infrastructure companies or
entities collectively responsible for asset management and operational
oversight (Scholten, 2013). Depending on the scenario, reliability
assessment can be undertaken using qualitative and quantitative
methodologies.

As discussed in Section 2, while much research is taking place con-
cerning the safety and reliability of specific hydrogen technologies or
sub-systems, the technical reliability of hydrogen supply chains (HSCs)
constitutes an important research gap. An HSC comprises several eche-
lons (Fig. 1), including energy source, hydrogen production, trans-
portation, storage, and distribution (e.g., HRS). Due to the diversity of
options in the HSC, a single hydrogen supply chain will not exist.

The reliability of HSCs has been identified by De-Leon Almaraz et al.
(2024) as a key issue that can affect the operation and growth of
hydrogen technologies, social perception, and trust. Expectations can
drive technological development by influencing stakeholders' percep-
tions of its future (Bakker et al., 2011; van der Duin et al., 2024). Ac-
cording to Bakker et al. (2011), making hydrogen visions credible
requires analyzing HSC in its entirety, not only as separate technologies.
However, analyzing reliability at the supply chain level is not a trivial
task. The lack of necessary infrastructure and the interconnection of
numerous new systems further complicate the ability to estimate the
reliability of these networks (Kurtz et al., 2019). Moreover, in emerging
supply chains, many aspects related to reliability can be challenging to
assess within the actual infrastructure, creating challenges for devel-
oping industries (Turkcu and Tura, 2023). The development and
implementation of emerging technologies require the involvement of a
wide range of stakeholders and organizations (Ohlendorf et al., 2023). In
addition, assessing the reliability of HSCs is a complex endeavor due to
the prospective nature and associated uncertainty regarding techno-
logical advancement, demand projections (Park et al., 2022), locations,
production capacities, inventory levels, and more. These arguments
clearly illustrate the complexity of estimating the reliability of future
HSCs.

Fortes et al. (2015) concluded that integrating socioeconomic stories
with energy modeling enhances the reliability of energy scenario gen-
eration. Technological expectations are real-time representations of
future technological situations and capabilities. That is, they involve a
combination of appraisals of the expected progress of the technology, its
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future markets, and its societal context (Bakker et al., 2011; Borup et al.,
2006). HSC stakeholders and society must deal with collective expec-
tations in one way or another (Bakker et al., 2012).

The widespread utilization of hydrogen will require extensive
research into the operation of a comprehensive, interconnected pro-
duction, storage, and delivery network (Moradi and Groth, 2019). With
this background, this paper aims to explore prospective methods for
evaluating the reliability of new hydrogen supply chains in the year
2030. In this work, the problem definition consists of two options for
green hydrogen production. As displayed in Fig. 1, the primary energy
sources are solar and wind. The electricity generated from these sources
will provide power for the electrolysis process. The hydrogen thus
produced in gaseous form at low pressure (30 bar) can be stored at low,
medium, or high pressure in pressurized containers or retained in liquid
form (some applications may require the conversion of hydrogen into
other chemical compounds, e.g., ammonia). Hydrogen delivery systems
can be established to transport it to the point of use. The two research
questions that drive the study are:

e RQ1: How can the reliability of the prospective hydrogen supply
chain be analyzed?

RQ2: What level of reliability can be anticipated for hydrogen supply
chains by 2030?

The specific objectives are as follows:

Identify or propose an appropriate method for assessing strategic-
level HSC reliability.

e Gather data about systems and identify the expectations of experts
and stakeholders.

Calculate an HSC reliability index.

Disseminate insights obtained from this methodology across various
domains.

This study contributes to the body of knowledge on the reliability
and future of low-carbon or green hydrogen supply chains by proposing
mixed methods to facilitate the prospective evaluation of reliable
hydrogen supply chains in 2030, as assessed by twenty-nine hydrogen
experts. It helps bridge the gap between energy engineering research
and social science with the complex integration of the five critical nodes
in HSCs (energy source, production, transportation, storage, and refu-
eling stations). Based on the literature review included in Section 2, the
conceptual model proposed by McCarthy et al. (2007) serves as a
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Fig. 1. Superstructure of hydrogen supply chains (Moustapha Mai et al., 2023).
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reference for this work. In the quantitative part, multi-attribute utility
theory (MAUT) (Leimeister and Kolios, 2018) is used to calculate the
reliability index of the HSC. On the qualitative side, a novelty is the use
of horizon scanning as an anticipatory method for capturing techno-
logical expectations (Jahel et al., 2023) for the next seven years (hori-
zon: year 2030). Another methodological novelty is the data collected
(using interviews and surveys) from multiple international stakeholders
that captures several contextual perspectives (Sovacool et al., 2018).
Although prospective studies of hydrogen technologies that consider
expectations are not new (Budde et al., 2012; Kohler et al., 2010;
McDowall, 2012; van Kerkhof et al., 2009; van Bree et al., 2010), the
originality of this research lies in the fact that, according to the literature
review conducted, there have been no studies dedicated to exploring
expectations regarding technical reliability in the broader sense. An
interdisciplinary team developed the current research to apply the
various methodologies. This may have practical implications because
using techniques to evaluate the potentiality of new technologies and
systems is crucial for shaping technological progress toward sustain-
ability (Hara et al., 2024).

This research is structured as follows: Section 2 provides a compre-
hensive literature review of the reliability assessment of hydrogen
technologies. Section 3 introduces the methodology, detailing the spe-
cific methods, tools, reliability assessment, data collection approaches,
and case study definition. Section 4 presents the results and discusses all
the cases, identifying the study's strengths and limitations. Conclusions,
contributions, and limitations are offered in Section 5. Finally, Section 6
discusses potential future directions.

2. Literature review: hydrogen and reliability

Both risk and reliability assessments are crucial prerequisites for
building public trust in hydrogen infrastructure, especially given the
challenges associated with addressing major hydrogen-related accidents
(Scholten, 2013). The connection between risk and reliability assess-
ments is strengthened by the fact that many of the tools employed in risk
assessment are also utilized for evaluating reliability (De-Leon Almaraz
et al., 2024). Due to hydrogen's inherent characteristics, safety risks are
of a significant concern throughout the stages of production, trans-
portation, storage, and utilization (Guo et al., 2021). In the near future,
more risk assessment studies (Sharma et al., 2023) are expected to
address the risks related to hydrogen facility construction, while “busi-
ness interruption covers could gain importance as hydrogen becomes
more embedded in the global economy, and the need to guarantee un-
interrupted supply of renewable energy to fuel hydrogen production
becomes ever-more pressing” (Swiss Re Institute, 2022). It is highlighted
that financial and economic risks are also involved in deploying HSCs.

Safety risk and reliability assessments, while distinct, are inter-
connected (Clean Hydrogen Partnership, 2023; Tugnoli et al., 2009).
Indeed, safety is a critical factor and is incorporated into international
standards (e.g., ISO). However, safety risk can be seen as one of the
many variables involved in gauging reliability (McCarthy et al., 2007).
For instance, within the electricity sector, reliability encompasses the
management of energy flows, network capacity, and equipment main-
tenance, as well as the mitigation of supply interruptions and congestion
issues, as discussed by Scholten (2013). Section 2.1 presents methods
used to assess reliability, and Section 2.2 discusses specific hydrogen
reliability studies, including those that have calculated a reliability
index. These outcomes also help identify gaps and potential methodo-
logical strategies.

2.1. Reliability assessment

There are many reliability methodologies, including quantitative,
qualitative, and semi-quantitative ones. Leimeister and Kolios (2018)
presented an exhaustive list of reliability assessment methods (Fig. 2).
Quantitative reliability assessments include reliability evaluation of
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series and parallel systems, Markov analysis, Reliability Block Diagrams
and Fault Tree Analysis, etc., based on the failure probabilities of any
engineering system. Qualitative reliability assessments come into play
when probabilities cannot be quantified due to data limitations. In such
cases, a qualitative approach, often relying on expert opinions, can help
to develop a reliability model (McCarthy et al., 2007; Seker and Aydin,
2022).

Recently, some efforts have been made to integrate the reliability
dimension into analyzing energy systems and hydrogen subsystems.
Hydrogen risk assessment models (HyRAM) can be used to assess the
quantitative safety risk of hydrogen facilities based on past failure data
(Ehrhart et al., 2021; Groth and Al-Douri, 2023; Hecht et al., 2021; West
et al., 2022). Yue et al. (2021) critically reviewed various aspects of the
hydrogen energy system, including its technologies, applications,
trends, and challenges. Miiller (2022) has documented the effect of
reliability engineering on the performance of hydrogen technologies. Su
et al. (2019) explored the operation of natural gas pipeline networks in
terms of supply reliability and operation efficiency using multi-objective
optimization. Kashanizadeh et al. (2022) used reliability indices to
assess multi-energy systems that employ battery energy storage. Kurtz
et al. (2020, 2019) have presented the failure rates and reliability
growth for 29 hydrogen refueling stations (HRS) in California using
failure modes and maintenance events (FMME) that were recorded in
datasets of the National Fuel Cell Technology Evaluation Center.

Moreover, Wu et al. (2022) developed a reliability model for inte-
grated electricity-gas systems, which uses hydrogen as a fuel, through
Monte Carlo simulation. Condition-based monitoring effects on the
reliability and resilience of multi-energy infrastructure systems are
discussed in the work of Yodo et al. (2023). Chauhan et al. (2023) used
human error assessment and a reduction technique (HEART) to assess
the reliability of human performance (based on expert opinion) in HRSs.
They proposed a framework that integrates the Bayesian network, best-
worst method, and HEART techniques to enhance the safety and reli-
ability of HRS's operation and maintenance practices. Additionally,
Fetanat and Tayebi (2024) introduced a reliability-based strategy aimed
at prioritizing hydrogen technologies for decarbonizing the oil refining
industry. Their approach seeks to streamline decision-making processes
in this critical area. In their study, the reliability assessment was con-
ducted for the independent subsystems using CRITIC (combining criteria
interaction through inter-criteria correlation) and CRADIS (compromise
ranking of alternatives from distance to ideal solution) tools. To collect
data, the authors developed a questionnaire, engaged in brainstorming
sessions (Delphi method), and collected feedback from four experts from
the oil industry.

2.2. Reliability index calculation for hydrogen systems

Rigorous investigation and quantification of the risk and reliability
issues associated with hydrogen technologies are critical to ensuring
both their wider adoption and safe, economical operation (Groth et al.,
2024). Energy source technologies can stand out from the rest of the
nodes in the HSC. Al-Douri and Groth (2024) developed and dissemi-
nated detailed description of electrolysis system and design documen-
tation. Hydrogen storage and transportation play a vital role in the
hydrogen supply chain. The basic method for obtaining liquid hydrogen
involves a process of liquefaction, which necessitates the conversion of
energy and the creation of harsh conditions. The safety problems asso-
ciated with hydrogen arise from its flammability, low ignition energy,
and its tendency to cause the embrittlement of metals (Wang et al.,
2024). Hydrogen refueling stations (HRSs), including compressors,
storage tanks, dispensers, and priority control panels, are crucial ele-
ments in maintaining safety. Leakage can lead to fires or explosions due
to ignition sources (Kwon et al., 2022). The reliability can be defined for
a HRS as the probability of a system performing its function without
failure for a specified duration under standard conditions (Blank, 2004;
Ebeling, 1997; Kurtz et al., 2019). The functionality failure of such
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Fig. 2. Classification of methodologies® used to assess reliability (authors' creation modified from Leimeister and Kolios (2018) including methodologies from Chi
et al. (2024); Correa-Jullian and Groth (2022); Fetanat and Tayebi (2024); He et al. (2022); Seker and Aydin (2022)).

“BBN: Bayesian (Belief) Network, BT: Bow-Tie (Analysis/Diagram), CRADIS: Compromise Ranking of Alternatives from Distance to Ideal Solution, CRITIC:
Combining Criteria Interaction Through Inter-criteria Correlation, ESD: Event Sequence Diagrams, ETA: Event Tree Analysis, FEM: Finite Element Model Kriging
method, FMEA: Failure Mode and Effect Analysis, FMECA: Failure Mode Effect and Criticality Analysis, FORM: First Order Reliability Method, FST: Fuzzy Set Theory,
FTA: Fault Tree Analysis, HAZID: Hazard Identification, HAZOP: Hazard and Operability Studies, HL: Hasofer and Lind, ISRM: Importance Sampling Reduction
Method, MA: Markov Analysis, MADM: Multi Attribute Decision Making, MCDA: Multi Criteria Decision Analysis, MCS: Monte Carlo Simulation, PoF: Probability of
Failure, PoE: Probability of Exceedance, RAs: Reliability analyses, RBD: Reliability Block Diagram, RI: Reliability Index, SORM: Second Order Reliability Method,
SRSM: Stochastic Response Surface Method, SWARA: Stepwise Weight Assessment Ratio Analysis, SWIFT: Structure What-if Technique, SWOT: Strengths, Weak-

nesses, Opportunities, and Threats, UGF: Universal Generating Function, WASPAS: Weighted Aggregated Sum Product Assessment.

systems may lead to catastrophic damages. Research on hydrogen
network or supply chain reliability was reported to be at an early stage
ten years ago (Scholten, 2013). Today, despite efforts to gauge safety
risks for specific technologies, there remains a relatively limited explo-
ration of the reliability of HSCs. Assessing the reliability of HSCs proves
challenging due to the diverse array of stakeholders, such as producers,
designers, managers, technology developers, policymakers, users, etc.
(De-Leon Almaraz et al., 2024). Fortes et al. (2015) concluded that many
studies use qualitative and quantitative modeling methodologies sepa-
rately, primarily focusing on techno-economic quantitative insights
while neglecting some social aspects that might be critical in decision-
making.

Different ways exist to evaluate the reliability of hydrogen systems.
For instance, technology maturity is related to the reliability of the
system and can be presented in the form of TRLs, i.e., technology
readiness levels (IEA, 2022) — Table 1. Although the NASA originally
considered a 9-level TRL, the scale has been extended to a 11-level TRL
in the IEA report (2022) to include the mature commercial use. How-
ever, many variables can make reliability evaluation different depend-
ing on the scope of assessment. Four variables were identified from the
literature review: 1) reliability methodologies, 2) time horizon, 3) reli-
ability analysis level, and 4) elements considered in the reliability index
calculation (see Sections 2.2.1-4). In Table 2, research that presents a

Table 1

calculation of a reliability index for hydrogen technologies is listed and
classified to aid in discussing the current research's main gaps and
contributions.

2.2.1. Reliability analysis levels

Hydrogen technologies are arranged along a nested hierarchy of
components, technologies, systems, and supply chains (macro level).
Some studies evaluate specific technologies, like storage for liquid Hy
(LHp) (Correa-Jullian and Groth, 2022) or compressed Hy (CHy) (Li
et al., 2023). At a system level, most papers examine decentralized
Power-to-X systems using RES, electrolysis with storage in gaseous form
(Park et al., 2024a), and, in some cases, stationary fuel cells (Thakkar
and Paliwal, 2024; Wu et al., 2022; Wu and Wang, 2023) or refueling
stations (Elshurafa et al., 2022). In most system approaches, storage
technology is included, but the transportation node is excluded.
McCarthy et al. (2007) explored various options including renewable
and fossil fuels as energy sources for hydrogen supply and studied its
reliability considering production, and transportation, excluding
storage.

Adopting a multi-level perspective in the assessment of the reliability
of hydrogen supply chains might be useful for analyzing the related
dynamics (van Bree et al., 2010) and identifying areas of concern. Ac-
cording to the literature review conducted, there is a gap related to

Technology Readiness Levels — TRLs (IEA, 2020; IEA, 2022)*. TRL 0—4: concept or small prototype. TRL 5-7: Large prototype. TRL 7-8: demonstration. TRL > 9: early
adoption. TRL 11: mature. CHy: Compressed hydrogen storage system, LHy: Liquid hydrogen storage system, SMR: Steam Methane Reforming, PV: Photovoltaic
energy, Wind: Wind energy.

Node RES Production Storage Transportation Use
Technology PV Wind Electrolysis SMR CH,* LHy* CH,* LH,* HRS*
TRL >9 >9 >9 11 11 11 11 7 9




Table 2

Reliability index calculation and its variables. New abbreviations: EDNS: Expected Demand Not Supplied, HS: Horizon Scanning, LOHC: Liquid Organic Hydrogen Carriers, LOHP: Loss of Hydrogen Probability, LOLP: Loss

of Load Probability, LPSP: Loss of Power Supply Probability, NG: Natural Gas, PEM: Proton Exchange membrane, PtG: Power to Gas.

Reference Reliability methodologies Time horizon Reliability analysis level Technologies included Comments
Quantitative  Semi- Techniques, Present  Futuristic =~ Technology or System Energy Production Transportation Storage
qualitative methods or component or HSC sources
KPIs*
McCarthy X X MADM X Some nodes HSC PV, Wind, Electrolysis, SMR CH2 - Pipeline
et al., 2007 Imported NG
Heet al,, X POE, LPSP* X System PV, Wind Electrolysis CH2 Includes battery, thermal
2022 energy, and pumped hydro
storage system
Liu et al., X Probabilistic: X System PV, Wind Electrolysis CH2
2022 LPSP*
Wu et al., X Probabilistic: X System RES Electrolysis, methanation CH2 Application to power-
2022 LOLP*, LPSP*, to-hydrogen-heat-methane
EDNS* system
Seker and X X MCDA, X Production H2S** Thermochemical, Reliability, sustainability,
Aydin, FST, Electrochemical, efficiency, operational
2022 SWARA, Photochemical, and suitability, and technical
WASPAS Plasma maturity criteria have been
considered
Correa- X FMEA, X Storage LH2 Qualitative analysis of liquid
Jullian and ESD, hydrogen.
Groth, 2022 FTA
Elshurafa X EDNS X System PV, Wind Electrolysis CH2 Application to decentralized
et al., 2022 system
Wu and X MCS X System RES Electrolysis CH2 Application to PtG
Wang, 2023
Li et al., 2023 X FEM X Storage — CH2
Park et al., X LOHP* X System PV, Wind Electrolysis (PEM) CH2
2024b
Fetanat and X MADM, X Production PV, Wind, Electrolysis, SMR Industrial applications.
Tayebi, CRITIC, NG, biogas, Each technology is evaluated
2024 CRADIS nuclear and compared.
Thakkar and X MADM, X System PV, Wind Electrolysis CH2 Application to hydrogen storage
Paliwal, LOLP*, system with fuel cell
2024 LPSP*
Chi et al., X UGF X System PV, Wind Electrolysis Application to power sector
2024
Park et al., X LOHP* X System PV, Wind Electrolysis (PEM) CH2 Industrial application
2024a considering fuel cell.
Current study X X MADM, HS, X X 5 nodes HSC PV, Wind, Electrolysis, SMR CH2 - Tube CH2, Application: Industry, HRS.
Interviews, (including NG trailers, LOHC LH2 not included due to the lack
Survey use) LOHC of experts
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integrating all the hydrogen supply chain nodes. Transportation is
usually almost disregarded, and storage is not included in McCarthy
et al.'s (2007) work. In contrast, all the nodes of the hydrogen supply
chain are considered in the current work.

2.2.2. Reliability methodologies

According to Leimeister and Kolios (2018), categorization and
quantitative methods are identified as the most popular reliability ap-
proaches, as shown in Table 2. Quantitative methods include probabi-
listic analysis, Monte Carlo simulation, fuzzy set theory, Markov
analysis, multi-attribute decision-making, and multi-criteria decision
analysis. Fazli-Khalaf et al. (2020) proposed a mathematical model for
helping maximize HSC reliability by quantitatively identifying reliable
and unreliable hydrogen production plants. The model implements
primary and backup plans to ensure maximum demand satisfaction in
both normal and disruptive scenarios. The study of Correa-Jullian and
Groth (2022) used classic reliability qualitative methods (FMEA, ESD,
and FTA).

In addition, McCarthy et al. (2007) and Seker and Aydin (2022) used
semi-qualitative approaches and, more specifically, mixed methods. In
particular, McCarthy et al. (2007) used MADM and focus groups, and
Seker and Aydin (2022) employed MCDA, fuzzy set theory, and in-
terviews. Several pieces of work (McCarthy et al., 2007; Thakkar and
Paliwal, 2024) have employed multi-attribute or multi-criteria decision-
making methods, incorporating multiple criteria or aspects in their
analysis. However, in some cases, studies do not solely measure reli-
ability criteria (Fetanat and Tayebi, 2024; Seker and Aydin, 2022).

Quantitative methods provide a more accurate approximation of the
reliability and risk of specific hydrogen technologies and are an
important tool for enabling the safe deployment of many engineering
systems. However, quantitative studies require reliable data, which are
currently lacking concerning the expanding applications of hydrogen
systems (Groth et al., 2024). Moreover, the perception and expectation
of the reliability of hydrogen technologies and their supply chains might
affect decision-making concerning hydrogen technologies. Using mixed
methods and specific qualitative techniques for data collection can
address this situation.

2.2.3. Time horizon

Since many studies are quantitative, they use current data for eval-
uations. In some cases, scenario analysis is performed with hourly,
monthly, or annual time horizons. These works are categorized in
Table 2 as having a present time horizon. Two studies consider futuristic
long-term scenarios while considering specific scenarios using quanti-
tative methods (Chi et al., 2024; Park et al., 2024b). While multi-period
scenario analysis is of utmost importance, it is also critical to know the
expectations of hydrogen experts because R&D or investment activities
may be based on these. Roadmaps have been presented for the next two
decades (European Commission, 2020), making it necessary to adopt a
medium- to long-term perspective on technology reliability. In the next
few years, the perceived reliability of hydrogen technologies is liable to
affect both scale-up efforts and commercialization. Technological
readiness levels differ between technologies (IEA, 2022), and many
research projects that are being supported worldwide, making it un-
certain which options will be considered most reliable in the future.

Quantitative methods create a more accurate picture of the risk and
reliability of hydrogen technologies, but how people think about the
latter and what they expect requires more research. When actors talk
about innovations or transition more broadly, they convey meaning,
shape categories, and (co-)create expectations (Bakker et al., 2011;
Ohlendorf et al., 2023). Qualitative anticipatory methods refer to the
future without considering numerical indicators (Jahel et al., 2023).
They usually provide representations of the future in the form of nar-
ratives and are implemented in a participatory way, making it possible
to integrate different disciplinary perspectives (Jahel et al., 2023). This
study uses qualitative and quantitative methods to holistically assess the
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reliability of prospective hydrogen supply chains in 2030.

2.2.4. Elements of the reliability index calculation

The aspects included in reliability assessment vary from one study to
another. Liang and Pirouzi (2024) connect reliability and flexibility.
Fetanat and Tayebi (2024) include technological operation and main-
tenance measures, such as inspection, repair, lifetimes, service life, and
fault tolerance. The reliability index is often calculated based on the
likelihood of hydrogen loss (LOHP) (Park et al., 2024a,b), the likelihood
of power supply loss (LPSP) (He et al., 2022; Liu et al., 2022; Wu et al.,
2022), and, in more complicated systems, the likelihood of expected
demand not being met by the power systems (EDNS), the likelihood of
lost renewable energy (LORP), the likelihood of expected renewable
energy not being supplied by renewable generators (ERNS), and the
likelihood of gas loss (LOGP) and expected gas not being supplied
(EGNS) (Wu et al., 2022). McCarthy's model (2007) considers reliability
using 20 metrics. The authors take a macro-level approach that uses
mixed methods and considers technical and organizational aspects of
reliability.

Although the work of McCarthy et al. (2007) was developed almost
twenty years ago, it considers the largest set of elements in evaluating
hydrogen systems. However, the proposed metrics may require
validation.

From the literature review, four gaps have been identified (Fig. 3).
First, there is a need for a comprehensive reliability evaluation of HSCs
that includes all critical nodes. Second, effective data collection methods
are required for assessing prospective HSCs. Third, employing mixed
methods is essential for studying the reliability of these systems. Finally,
there is a need to identify key categories for calculating a reliability
index.

2.3. Proposed methodology for assessing the reliability of future HSCs

Based on the conducted literature review, the research of McCarthy
et al. (2007) was the first to explore hydrogen reliability for different
pathways, encompassing multiple nodes within the supply chain using
multi-attribute utility theory (MAUT). This work incorporated a meth-
odology with a comprehensive list of variables, aligning with conven-
tional reliability studies but tailored for application to larger and more
complex systems. Although the methodology relies on subjective esti-
mations provided by experts rather than exact measurements of these
variables, the work can be considered an initial attempt to integrate both
technical and organizational aspects of reliability. The reliability
assessment was developed for the electric power generation system, and
reliability was defined by including two elements: adequacy and secu-
rity (McCarthy et al., 2007). Adequacy refers to the system's ability to
meet customer needs under normal working conditions. In contrast,
security involves the system's response to unanticipated disturbances
(McCarthy et al., 2007).

Together, adequacy and security delineate the overall reliability of
the system, broadly described as its ability to supply the quantity and
quality of energy desired by the customer when needed (McCarthy et al.,
2007). The authors used focus groups to collect data and rate two
hydrogen pathways. At first glance, McCarthy's approach may be
extended to evaluate supply chain reliability. Elaborate assessments that
determine the reliability of the supply chains can reduce uncertainty,
instill trust among stakeholders, and provide a more robust foundation
for action plans, resource allocation investment, and policy imple-
mentation. However, the RQs from this work cannot be completely
addressed using the methodology of McCarthy et al. (2007) because a
prospective and international assessment was not developed in their
study.

Specific methodologies and tools may be required to facilitate dis-
cussion and collaboration among the many hydrogen stakeholders (van
Kerkhof et al., 2009). In futures studies (Sacio-Szymanska et al., 2016)
participatory foresight tools are a critical driver of economic innovation,
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QRA, PRA, Bayesian approaches*, Checklist analysis, Cause and Futures Studies**: Horizon scanning,
Monte Carlo simulation, Fuzzy set effect diagrams, SWIFT, SWOT, forward looking thinking for decision
Options: theory, Markov analysis, HAZID, HAZOP, ISV, Risk making
reliability-based design binning (threat matrix), FMEA,
optimization, databases, FMECA*, FTA, ETA, Delphi method, questionnaires*, surveys*,
MAUT (MADM, MCDA) interviews, panel groups...
Selected Multi-attribute utility theory Risk binning concept and Horizon scanning (HS)
method (s): (MAUT) and databases graphical representation surveys, interviews, Delphi method
| W Gap 1: High-level W Gap 1: High-level Q Gap 1: High-level
integrative reliability integrative reliability integrative reliability
evaluation of HSCs. evaluation of HSCs. evaluation of HSCs.
Gapstobe | O Gap 2. Data collection for Q Gap 2. Data collection for W Gap 2. Data collection for
addressed: prospective HSCs. prospective HSCs. prospective HSCs.
Q Gap 3. Future horizon of Q Gap 3. Future horizon of @ Gap 3. Future horizon of
2030. 2030. 2030.
B Gap 4. Identification of key B Gap 4. Identification of key | Gap 4. Identification of key
categories for reliability categories for reliability categories for reliability
index calculation. index calculation. index calculation.

Selection of the reliability assessment tool

for strategic design of HSCs

Semi*) Quantitative ualitative
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Data collection

HSC Reliability

Multi-Method Approach

< Data collection: HS. Year 2030 (experts' opinion: questionnaire/survey, e-Delphi, interviews)
* Reliability Calculation: MAUT (add applicable variables, new data collection strategy, perspective 2030, reliability calculation)
 Results reporting: by using plot charts figures similar to those from Risk Binning for reliability ranking. Qualitative analysis.

Fig. 3. Methodological underpinning (authors' creation).

offering practical benefits for corporate entities and policy decision-
makers. This approach combines evidence-based quantitative methods
with tailored qualitative approaches aligned with societal needs. Hori-
zon Scanning (HS) is a goal-oriented process that integrates multiple
methodologies to explore various future perspectives (van der Duin
et al., 2024). Rather than making predictions, HS systematically exam-
ines future trends, encompassing both positive and undesired possibil-
ities (Gaspar et al., 2021; Hideg et al., 2021). The methods typically used
in this process include literature monitoring and processing, Delphi
methods, brainstorming, data analysis, trend calculations, modeling,
and simulations using info-communication technology and internet data
sources (Raford, 2015).

It should be emphasized that for the macro-level prospective
assessment of HSC's reliability, technological and organizational reli-
ability should be considered. While there is no precise understanding of
how to implement a realistic prospective reliability assessment, the
involvement of individuals with valuable experience can enhance the
behavioral realism of energy models (Krumm et al., 2022), and tech-
nological expectations can impact the deployment of predefined systems
(Bakker et al., 2011; Borup et al., 2006). This typically involves
combining methods, such as translating insights from empirical ap-
proaches into the model under consideration. Mixed methods refer to
the integration of quantitative and qualitative research methods within
a single study (Sovacool et al., 2018). The human element plays a pivotal
role in economic science, particularly in the realm of investment de-
cisions. Additionally, emotional factors may influence energy-related
decisions and behaviors (Brosch et al., 2014). Energy-relevant choices
and behaviors do not take place in isolation but in the context of markets
and political systems, which interact with the more proximal de-
terminants of decision-making (Brosch et al., 2016). In this work,
stakeholders' opinions and expectations are considered of utmost
importance for identifying their understanding of the reliability of the
different nodes of the HSC. As an illustrative example, Kurtz et al. (2020)

reported that data associated with an HSC operation and maintenance
show that reliability and throughput are significant contributors to the
price of hydrogen per kilogram information crucial for decision-making.
In summary, the possibility of using mixed methods (MAUT+HS) to
assess the reliability of potential futures for green hydrogen supply
chains in 2030 has been identified, with Fig. 3 and Table 2 highlighting
the novel elements in this study. The proposed methodology, with the
potential application of each tool and the indication of the gaps covered,
is displayed in Fig. 3. In this work, reliability expectations are presented
using graphical representations developing a risk binning matrix.

3. Methodology

This research relies on mixed methods (Fig. 3) by following three
steps. The first step consists of the development of a quantitative
framework that uses an additive approach for multi-attribute utility
models, contingent upon the level of independence exhibited among the
attributes adopted (Section 3.1). Multi-attribute utility theory (MAUT) is
part of multi-attribute decision-making (MADM). It is also related to
multi-criteria decision analysis (MCDA), which is classified as a so-
phisticated quantitative reliability-based method (Leimeister and
Kolios, 2018). This methodology can support selecting the best option in
the presence of multiple criteria, so it applies to the defined problem and
to achieving one of the main objectives of this research, i.e., assessing
strategic-level HSC reliability. The second step uses (semi) qualitative
methods for the data collection process, particularly interviews, and
surveys, which are implemented using the perspective of horizon scan-
ning (ref. the year 2030) (see Section 3.2). The third step consists of the
qualitative and quantitative analysis of the results (Section 4). Steps 1
and 2 are not sequential but developed in parallel.

When using HS, it is essential to remain cautious about potential
expert biases and the distortion of assumptions caused by technology
trends. As a preparation for methodological implementation, strategies
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are proposed to manage potential cognitive biases." As noted by
Bonaccorsi et al. (2020), research institutes and manufacturers hold
high expectations for hydrogen vehicles and fuel cells, yet their tech-
nological promises remain unfulfilled. This study aims to counteract
overoptimistic biases associated with the expected reliability of
hydrogen technologies.

The conceptual framework McCarthy and colleagues used to assess
reliability has been adapted, and new metrics have been proposed (i.e.,
size, territorial conditions, decentralization degree, and resources). For
the HSC presented in Fig. 1, each node is first assessed separately,
considering interdependencies with other technologies, and then the
inputs are integrated into a mathematical model. Interviews and surveys
are conducted individually (one expert at a time), not in focus groups, as
in McCarthy et al. (2007). This generates deeper answers and justifica-
tions and reduces the biases that can arise in group panels (conformity,
ingroup, outgroup, and false consensus biases) (Bonaccorsi et al., 2020;
Korteling et al., 2023). The use of mixed methods mitigates framing and
overconfidence biases (Bonaccorsi et al., 2020; Korteling et al., 2023),
and the Delphi method allows the experts to rethink their original an-
swers. The ambiguity effect (Korteling et al., 2023) is treated by pre-
paring a Likert-scale grid with examples for different levels per
technology.

The “Hj reliability project” was developed through collaborative
efforts across multiple disciplines, involving three research groups and
five team members with complementary backgrounds: a chemical en-
gineer from the Chemical Engineering Laboratory at the University of
Toulouse, an energy systems engineer from the University of Corsica
Pascal Paoli; a reliability expert (mechanical engineer) from the Suresh
Gyan Vihar University, and two industrial engineers from the Institute of
Operations and Decision Sciences of Corvinus University of Budapest
(one specializing in risk assessment and the other in hydrogen supply
chains). This multidisciplinary approach allowed the project to leverage
complementary expertise, essential for addressing the complex chal-
lenges inherent in hydrogen reliability assessment.

Experts' diversity is crucial in managing various biases, including
anchoring, optimism, pessimism, desirability, wishful thinking, over-
confidence, and advocacy (Korteling et al., 2023; Bonaccorsi et al.,
2020). To address affective forecasting (Bonaccorsi et al., 2020), a
minimum number of experts per technology is established. This
research, conducted in 2023, set a close time horizon for evaluation
(2030) to mitigate the effects of foresight bias and the planning fallacy
(Bavaresco et al., 2020; Korteling et al., 2023).

3.1. MAUT for the reliability evaluation of hydrogen supply chains

This section deals with the application of MAUT for the reliability
evaluation of HSC. The reliability of HSC is defined in terms of two
components, which are known as General Objectives (GOs): Adequacy
and Security (McCarthy et al., 2007). HSC reliability can be broadly
described as the ability to supply the quantity and quality of energy
desired by the customer when needed. The HSC is built on a structured
hierarchy (Fig. 4), consisting of various subsystems or nodes (j) repre-
senting technologies related to energy sources, production, storage,
transportation, storage, and market.

3.1.1. Attributes, concepts, and metrics related to reliability assessment
Based on the models developed in (McCarthy et al., 2007), the re-
searchers involved in this project revised and selected the most relevant
attributes, objectives, concepts, and metrics. A list of two general ob-
jectives (Adequacy and Security), five concepts (Capacity, Flexibility,

! Cognitive biases refer to systematic, universally occurring tendencies, in-
clinations, or dispositions in human decision-making that may make it
vulnerable to inaccurate, suboptimal, or wrong outcomes (Korteling et al.,
2023). Biases can affect how people think, and judge things.
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Infrastructure, Consequences, and Energy Security), and 20 metrics
proposed by McCarthy et al. (2007) plus four new metrics are involved
(Table 3 and Fig. 4). One noteworthy observation is the varying impact
of the metrics used in the assessment for each technology. The new
metrics introduced in the proposed model are system size, degree of
decentralization, territorial constraints, and resources and operations.
At this stage, the first variable was incorporated into the capacity
concept, while the other three are considered as the part of flexibility. It
is acknowledged that this categorization may need further discussion.

The relationship between the attributes is displayed in Fig. 4. First,
the five subsystems (j) are connected to the two General Objectives
(Adequacy and Security) to indicate that each subsystem will undergo an
independent reliability evaluation. The GOs (r) are divided into Concepts
(c), and each concept is subsequently divided into various metrics (i). The
division allows appropriate measures to be developed for the different
components/subsystems of the HSC system. Metrics that are only
applicable to the energy source nodes (solar and wind) are those of
energy security. For this reason, the metric of resources and operations
was included, allowing the analysis of this aspect for all the nodes.

The definition of each metric was crucial in defining the scales
(Table 3). For each metric, the definition was developed first, and then
the research team developed a description of different levels of reli-
ability. First, a three-level Likert scale was proposed for reliability and
tested by two hydrogen experts. The feedback was that low, medium,
and high-reliability assessments did not apply to all metrics and tech-
nologies. The experts approved a second test that employed five reli-
ability levels. Consequently, in the final survey, the Likert scale relies on
a five-reliability level matrix (1-5 Likert scales, Table 4) with examples
for each metric and each supply chain node to increase the validity of the
survey.

3.1.1.1. Utility per metric (i). This formulation defines comprehensive
utility (u;;) by evaluating each reliability metric (i) for each technology
subsystem (j). In this sense, utility is used to explain reliability. This was
done by collecting the experts' opinions (e) using a five-item Likert
survey. The target population for the survey was experts associated with
the different nodes of the HSC. The Likert scale allows the assignment of
quantitative values for each position using a qualitative rating scale to
streamline statistical analyses while capturing attitudes. In this
approach, values ranging from 1 to 5 are assigned to qualitative posi-
tions to reflect the attributes' reliability and importance. A rating of ‘1’
indicates high reliability and low importance, whereas ‘5’ signifies poor
reliability and high importance (Table 4). Consequently, in the context
of weighted and aggregated utility scores, higher scores indicate lower
reliability, while lower scores represent greater reliability.

3.1.2. Calculation of the reliability index using MAUT

MAUT was used to integrate utility (reliability) and importance
ratings, creating reliability indices that reflect each subsystem's concepts
and overall objectives. In this work, the attributes are assumed to be
independent to permit the utilization of the additive formulation of the
model. The reliability indices are then aggregated to establish compre-
hensive indices for the HSC, similar to the hierarchical combination of
subsystems. Prior to aggregation, the ratings given in the survey (orig-
inally using a 1-5 scale) are normalized using the additive MAUT
approach. Using the tested scale, utility ratings are divided by five
(highest Likert scale value), converting them into a decimal scale from
0 to 1. In parallel, importance ratings are divided by the sum of
importance ratings for the specific set of subordinate attributes they
pertain to. This transformation converts importance ratings into weights
representing the proportion of a higher-level attribute described by its
subordinates while preserving the necessary relationships. This trans-
forms the importance ratings into weights related to the proportion of a
higher-level attribute described by each of its subordinates and main-
tains the requisite that Y 1 ;w; = 1 for a set of “n” attributes.
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Fig. 4. Reliability assessment framework for hydrogen supply chains (authors' creation based on McCarthy et al. (2007)).

As proposed by McCarthy et al. (2007), expert ratings underwent
three rounds of aggregation using MAUT to generate diverse reliability
indices. Initially, within a specific subsystem, utility ratings for the
metrics were merged with the metric importance weights, producing
utility scores at the conceptual level. These scores were then aggregated
with concept importance weights to establish utility scores for the broad
objectives of adequacy and security applicable to every subsystem.
Subsequently, utility scores related to a GO were integrated across the
subsystems, culminating in an encompassing utility score for the entire
HSC pathway, i.e., the reliability index. In this sense, there is a difference
between the calculation of utilities at different levels of aggregation (i.e.,
uyje (see Section 3.1.1)u;j/ucj/uy;) as developed below.

Following McCarthy et al.'s (2007) methodology, the aggregated
evaluations from all experts (N) for a specific technology are processed
by averaging across each metric. Subsequently, the values are normal-
ized to a scale from O to 1. The normalized u;; is calculated as follows:

> uije
o= N
Y MaxLikertValue

(€8]

where:
ujj o: Reliability rate for metric (i) for technology (j) given by expert
(e)
Ne,j: Total number of experts (e) evaluating technology (j)
MaxLikertValue: Highest allowed value in the survey: 5
u;j: Normalized utility for metric (i) for technology (j)

3.1.2.1. Utility per concept (c). The utility functions are determined by
the utilities associated with individual attributes and their respective
weights. To calculate the utility per concept (ucj), two elements are
needed: (1) uyj, and (2) the importance rates for metric (i) for technology
(G) (wij). The data collection process is explained in Section 3.2. The
importance weights reflect the degree to which attributes lower in the
hierarchy contribute to the attribute above them, relative to each other:

Uej = Ui jWij 2
Zwi,i,e

wij = eNej (3)

Wy

wij W @
i

Ziwij =1 5)

where:

u: Utility per concept.
Wi je: Importance rate for metric (i) for technology (j) given by expert

(e)

Ne,j: Total number of experts (e) evaluating technology (j)
wij: Average importance rate for metric (i) for technology (j)
wij«: Average importance rate for metric (i) included in concept (c)

for technology (j)

wij: Normalized weight for metric (i) for technology (j). The sum of
weights should be 1 as displayed in Eq. (5).
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3.1.2.2. Utility per general objective (r). The final step is aggregating the
utility for the general objectives (r). It is important to mention that
adequacy and security are kept independent so that their impact can be
analyzed separately. The related equations for this calculation are:

U,_j = UcjWcj (6)
chj e
Wej = @)
cj Nej
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Table 3
Definition of reliability variables included in the study” (authors' creation based

on McCarthy et al. (2007)).

Variable

Definition

Reliability

General objectives
Adequacy

Security

Concepts
Capacity

Flexibility
Infrastructure vulnerability
Consequences of

infrastructure failure
Energy security

Metrics

Utilization and spare
capacity

Continuous OR intermittent
production

Size of the system*

Response to demand
fluctuations

Response to equipment
outages

Expandability

Decentralization degree*

Territorial constraints*

Resources and operations*

Physical security
Information security

Interdependencies

Sector coordination

Technology maturity
(history)

Economic impact

Environmental impact

Human health impact

Impacts on interdependent
systems

Together, adequacy and security describe the
system's overall reliability, broadly described as the
ability to supply the quantity and quality of energy
desired by the customer when needed.

This refers to the system's ability to supply customer
requirements under normal operating conditions. It
considers the system statically.

Includes the dynamic response of the system to
unexpected interruptions and relates its ability to
endure them.

The ability of the SYSTEM to provide sufficient
throughput (product volume) to supply final demand
Degree to which the SYSTEM can adapt to changing
conditions

Degree to which the SYSTEM is susceptible to
disruption

Degree to which a disruption in the SYSTEM causes
harm

Uninterrupted availability of energy sources at an
affordable price

Degree to which the capacity of the SYSTEM is being
used

Degree to which the productivity of the SYSTEM is
constant

Degree to which the throughput volume can be
modified in the SYSTEM

Degree to which the SYSTEM is able to adapt to
varying demand levels and locations

Degree to which the SYSTEM can continue reliably
operating in the event of equipment downtime
(failure)

Degree to which the SYSTEM can easily and cost-
effectively be expanded

Potential of the SYSTEM to be located anywhere in a
given territory and be disconnected from other
hydrogen technologies in the supply chain

Degree to which it is possible to install the SYSTEM
anywhere from a geographical perspective (e.g., due
to resource availability, regulations)

Degree to which the human and material resources
are needed in the SYSTEM to allow its operation (e.
g., automation level, scarce materials)

Degree to which assets in the SYSTEM are secure
against physical threats (menaces)

Degree to which information assets in the SYSTEM
are secure against threats (menaces)

Degree to which the SYSTEM relies on other
infrastructures for its reliable operation and is
vulnerable to their disruption

Degree to which coordination between stakeholders
within the sector of the SYSTEM results in an
effective exchange of information alerting
stakeholders to emerging threats (menaces) and
mitigation strategies

Degree to which the SYSTEM has been susceptible to
disruption (failure) in the past

Degree to which a disruption in the SYSTEM causes
economic damage to industry stakeholders, the
government, or the public

Degree to which a disruption in the SYSTEM causes
environmental damage

Degree to which a disruption in the SYSTEM harms
the health of employees and/or the public

Degree to which a disruption in the SYSTEM causes
damage to interdependent systems
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Table 3 (continued)

Variable

Definition

Import levels**

Degree to which the SYSTEM relies on resources

from outside of the country

Degree to which imports of energy sources used for
the SYSTEM are concentrated among a small group
of supplying countries

Degree to which the political and social conditions
threaten the operation of the SYSTEM in relation to
the supply of energy products

Degree to which imported energy resources are
vulnerable to being blocked in narrow shipping
channels or busy transportation lines

Degree to which excess production capacity of the
energy resources used in the SYSTEM exists in the
global market

Degree of fluctuation in the average price of primary
energy used in the SYSTEM

Import options**
Geopolitics**

Bottlenecks (chokepoints)**
World excess production

capacity**

Price volatility”**

@ Definitions as presented in McCarthy (2004) and McCarthy et al. (2007) with
the exception of the variables denoted with **. Definitions of new variables (*)
were developed by the research team.

b Although McCarthy et al. (2007) included price volatility as one metric of
reliability, they also concluded that this can be considered an outcome rather
than a feature. **In this approach, the energy security metrics can only be
applied to the energy sources node (solar and wind).

WCJ'

T W
> o wei=1 Q)
where:

U,j: Utility per general objective

Weje: Importance rate for concept (c) for technology (j) given by
expert (e)

Ne,j: Total number of experts (e) evaluating technology (j)

We;: Average importance rate for concepts (c) for technology (j)

W+ Average importance rate for concepts (c) included in objective
(r) for technology (j)

w j: Normalized weight for concept (c) for technology (j). The sum of
weights should be 1 as displayed in Eq. (9).

3.2. Data collection strategy

A part of the proposed methodology is qualitative (Fig. 5). Horizon
scanning involves completing questionnaires, employing participatory
methods, conducting future workshops, and more, based on the insights
of stakeholders, experts, policymakers, and decision-makers (Hideg
et al.,, 2021). Questionnaires are one of the qualitative methods most
often used (Bavaresco et al., 2020; Chauhan et al., 2023; Fetanat and
Tayebi, 2024; McCarthy et al., 2007). The strategy involved developing
a survey that was distributed and applied with a deductive research
interview to collect experts' feedback.

As presented in Fig. 3 and Section 3.1, the calculation of the reli-
ability index required data collection directly using expert judgments
and other applicable reports. This is because some HSC technologies
have not achieved technical maturity (see Sections 1 and 2). Scenarios
for technology improvement and an increase in HSC installed capacity
are expected in the coming decades. Learning the experts' opinions
about the projected reliability of the HSC components for 2030 seemed
appropriate. By using HS, the potential reliability index for 2030 was
assessed. This prospective approach is different from that followed by
McCarthy et al. (2007), in which the “present” perspective about the
hypothetical network of refueling stations in the Sacramento (Califor-
nia) area was used. Another difference from this research is the data
collection method, involving developing twenty-nine individual in-
terviews and surveys. In contrast, McCarthy et al. (2007) worked with a
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Table 4
Scale used to rate reliability and importance metrics” (authors' creation).
1 2 3 4 5
Reliability | Very high High Medium Low
(Moderately
poor)

@ Zero values were applied when the expert did not know the answer or thought that the question was not applicable.

Data collection from experts

Round 1 Data analysis 1 Round 2 Data analysis 2 Round 3 Data analysis 3
Individual evaluation Results analysis from Asynchronous online groups  Results analysis from  Asynchronous online Reliability index
Reliability Assessment (u;;) Individual elicitations Importance Rating Asynchronous online groups Calculation (U)
(Wi;, W5 AND W, 5) groups Importance Rating
° Agreeme
- . . . Agreement . N .
[ ] .
P ) .-.
[ ]
]
[ ]
- . . Reliability index
Independent structured Researchers review, organize, Follow-up of Round 2 5 e
interview summarize and prepare data for ) (e-Delphi): compare (seml-qulau_tltanve
(minimum 3 interviews Round 2 e-Delphi (per technology) to responses, reflect, . i analysis)
per technology) (Qualtrics, Excel, and NVivo) collect data for Importance engage, and debate Verify if there is +
+ 4 Ratings through an Excel file ’ agreement for Reporting
X R o I + Importance Ratings
Indepe'ndejl?t raukmg of esearchers consult experts to + Hiril.coding ok
24 reliability metrics validate the ideas collected from : . . N
. s e ; . . interviews in (NVivo)
using a 5-point Likert the structured interviews if there P 4
" and qualitative analysis
scale are any questions Assessment of the Importance Final Importance
Survey in Qualtrics of the 24 reliability metrics Ratings

Fig. 5. Data collection methodology (authors' creation).

Welcome to the research study!

12:29 12:29 o -
We are a research group from several universities conducting interviews as part of a study
which aims to enhance the understanding of the reliability of hydrogen supply chain Choose the technology to be evaluated Capacity (Electrolysis technology)
technologies in this survey

Utilisation: the degree to which the
Electrolysis technology will be utiised

As an expert in hydrogen technology, you have a valuable perspective that can help us to Solar Energy Source
is

understand the topic better. We appreciate the opportunity to discuss with a professional
vith deep knowiedge of hydrogen technologies through this interview.

Wind Energy Source

QO Very high

For this study, you will be presented with information relevant to the RELIABILITY OF i
HYDROGEN SYSTEMS. Then, you will be asked to answer some questions about it. Your Eleckrolysis fechnology OHigh

responses will be kept completely confidential

Liquid Hydrogen Storage O Medium
The study should take you around 45-60 minutes to complete. Your participation in this O Low
survey is voluntary. You have the right to withdraw at any point during the study. The Gaseous Hydrogen Storage
Principal Investigator can be contacted at [————nm O Very low
Liquid Hydrogen Transportation Ona
By clicking the button below, you acknoviedge e
« Your participation in the study is voluntary. O eogen T ansporiation Intermittency: the degree to which the
« You are over 18 years of age Electrolysis technology vall lack
Refuelling Stations constant levels of productivity will be... \V/

You are aware that you may choose to terminate your participation at any time for any
reason.

Other
Size: the degree to which the
[ ] hydrogen volume produced or
delivered from Electrolysis technology

can be modified at the facility will be... \/
| consent, begin the study - -
Powrered by Qualtrics (2

Comments on Capacity

[ l
ey’ \EE——

Fig. 6. Survey features (authors' construction in Qualtrics software).

1 do not consent, | do not wish to participate
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panel group of experts including only “twelve volunteer graduate and
faculty researchers working in the hydrogen pathways program at the
Institute of Transportation Studies at the University of California,
Davis”. McCarthy et al. (2007) “conducted the assessment as part of a 3-
hour facilitated exercise, in which the panel was walked through the
purpose and scope of the method, and the evaluation process”. Although
McCarthy's data collection process was very effective regarding the time
demand and interaction of members, yet there might have been bias in
the expert's judgment.

In this work, the target population consisted of experts associated
with the five nodes of the HSC who were identified online and contacted
via email or LinkedIn. Bias was treated by applying some specific rules.
It seemed important to gather the opinions of people from different
countries with considerable experience (more than five years). No
country was excluded from the study (nine countries participated). The
required experience did not necessarily relate to hydrogen but con-
cerned the technology related to the HSC. For example, an expert on
solar PV could provide feedback on the latter technology from the
perspective of 2030. At least three experts were required per node to
reach data saturation and consider the evaluation valid. Stakeholders in
four areas were identified: industry, academia, consultancy, and regu-
latory agencies.

3.2.1. Individual interviews and surveys (round 1)

The experts were invited to participate in the study, as displayed in
Fig. 5. Once the invitation was accepted, one or two research team
members met with the expert and started a structured interview via
Zoom or Teams. The second task was to fill in the survey to evaluate
twenty-four metrics (Table 3). For this purpose, a generic questionnaire
was made available in Qualtrics software (https://www.qualtrics.com).
The expert could choose the technology of expertise (Fig. 6). The
questions had three components: (1) “In 2030” + (2) definition of the
metric (in Table 3) + (3) “will be” (e.g., “In 2030, the degree to which the
electrolysis technology will be utilized is expected is expected to be... ). The
expert could then answer, “Very low,” “Low,” “Medium,” “High,” “Very
High,” or “N/A,” ask for clarification, and/or add comments.

The questionnaire contained questions graded in two ways — for
some items, like capacity, selecting “very high” represented high
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reliability and low risk (value of 1). In contrast, with others, such as
intermittency, the scale was inverted, so “very high” represented low
reliability and high risk (value of 5). It was decided to maintain this
particularity to maintain the attention of the experts since, in the survey
trial, it was noticed that this enhanced the comments shared about each
item. A research team member could provide clarifications if needed and
verify that the criteria under consideration were harmonized with those
appraised by other participants. The team employed a guideline with
examples for each metric and each Likert option used during the session,
depending on the requirements. The estimated duration to completion
was 45-60 min.

Opinions about metrics related to energy security (Table 3), appli-
cable only to solar and wind energy, were not gathered directly through
the survey because it was noticed in the survey trial that the experts did
not have specific information about them (due to the international
context). Instead, they were sourced from reports and validated by only
one expert in the format of a potential future case study. A total of 24
metrics were assessed for the energy source node, while 18 metrics were
assessed for each of the other nodes. The output from the individual
evaluation was reliability values (translated to quantitative values for u;,
1), which are considered value added information. Qualitative analysis of
the interview is outside the scope of this paper. Calculations and prep-
aration for the next steps were completed (Fig. 5: “Data Analysis 1” and
Section 3.1).

3.2.2. e-Delphi method (rounds 2 and 3)

In rounds 2-3 (Fig. 5), the evaluation centered on the importance
ratings (wjj) of each metric, concept, and GO to assess reliability. Since a
long list of variables was evaluated, it was considered it worth running a
separate session for this to avoid mixing terms in Round 1 (purely
dedicated to the reliability assessment). At this stage, at least two experts
per technology were needed (minimum of 10 evaluations).

Due to time and location constraints, gathering participants together
for the project's duration was impossible. For this reason, Fig. 5 shows
two asynchronous e-Delphi rounds that used an Excel questionnaire to
collect data for w;; The instructions for filling in the questionnaire were
provided in a free video sharing website, and the questionnaire exten-
sion involved a page that improved the experts' understanding of the

In your opinion, how

important is the
CONCEPT listed in
column E to measure
reliability?

HOW TO ANSWER?

Select the importance level from the
dropdown list In the GREEN cells

(] |

;

Electrolysis

SCALE

Importance level | Meaning
3 1 don't know

[Absolutely no importance to reliability of the subcategory
- Low
- [Med:

1 of importance to reliability of the subcategory
importance to reliablity of the subcategory
fimportanc bility of the subcategory
[High level of importance to reliability of the subcategory

Importance

Level Do you have any comment?

Capacity

“Jtilization and spare capacity
Continues OR Intermittent production
[Size of the system | ]

Response to demand fluctuations

Response to equipment outages

Flexibilit Expandabilit
Y dability

[Decentralization degree

[Territorial constraints

Facility’s operation )| ] [Resources and operations

[Physical security

security

Infrastructure vulnerability |

Sector coordination
Technology maturity (history)

-]
!-—-U’m-‘—mx

{  0:33/3:06

H2 reliability - Stage 2

Fig. 7. Instructions and questionnaire used to rate the importance of metrics and concepts (authors' creation).
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relationships between the variables with the brief description of
importance levels scale (Fig. 7). Estimated time to complete was 10-15
min. Although this exercise cannot be considered a full example of the
Delphi method because a brainstorming session or a panel discussion is
not included, the e-Delphi method has been used in medical applications
with acceptable results (e.g., Hall et al., 2019); one major advantage of
this strategy is that it involves an element of transparency, albeit
without influencing other experts' answers.

Based on the interview inputs, 20 experts were invited to participate,
and 10 accepted. Importance was rated as “++" (high level of impor-
tance) to “~” (absolutely no importance), which was transformed on a
scale from 1 to 5 for low importance to high importance, respectively.
Answers were compared (Fig. 5: “Data analysis 2”), and if agreement
was not reached (measure deviation >1 point on the Likert scale from 1
to 5), in Round 3 of the e-Delphi, a discussion took place. The research
team shared the answers from the expert pairs to encourage rethinking,
changes of opinion, or keeping the original answer and providing
additional comments. This process allowed the participants to learn and
think about the future, knowing others' opinions. An acceptance level
regarding experts' agreement was not fixed since it was considered that
the importance rate could be affected by diverse aspects when valid
arguments were provided. For this reason, after Round 3, the experts'
values were used to calculate the average importance rate per technol-
ogy, as described in “Data Analysis 3” (Fig. 5); these inputs were used to
make the final calculations for the reliability index.

3.3. Case study
The “Hj reliability project” started on 27 October 2022 and was

completed on 18 Oct 2023. The project's objective was to find a way to
quantify the reliability of HSCs. As previously explained, five

Evaluated
technology

Country (workplace) akeholde

CAN| CR|CY| FR| GER | HUN | IND | MEX [USA| Academia | Industry

Regulatory | Consultant
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researchers contributed to the development of the different stages of the
project. The problem was delineated as international in scope. Five
technologies (nodes) are part of supply chain options. HSC1 includes the
following technologies: solar energy source, electrolysis, compressed
hydrogen (CH,) storage, CH, transportation, and refueling stations.
HSC2 involves the same technologies as HSC1, except for the energy
source specified as wind energy.

This international study acknowledges that stakeholders' opinions
and perceptions may be influenced by their specific cultural contexts.
Nevertheless, the defined scope of the problem accommodates broader
regional or local perspectives. Experts were from America (31 %),
Europe (58 %), and Asia (10 %). Therefore, the methodology empha-
sizes the involvement of diverse actors to ensure a comprehensive rep-
resentation of various behaviors and motivations. Engaging a wide array
of stakeholders is crucial for effectively mapping and evaluating these
complex systems (Kiraly et al., 2016).

Experts from academia (24 %), consultancy (34 %), industry (37 %),
and regulatory bodies (1 %) were included to evaluate specific tech-
nologies (one or a maximum of two in separate sessions). With regard to
the experience of experts, explicit experience with hydrogen was not
required. Five years of experience was initially defined (58 % of the
experts). However, for some technologies like electrolysis, some people
had experience of less than three years (working on real implementation
projects), so this constraint was relaxed to facilitate analysis of the po-
tential correlation between the duration of experience and the ratings
(in a second study).

In total, 89 experts were invited to participate in the study: 29 agreed
to participate in an interview, 28 in the survey, and 27 allowed us to
record the interviews. Only six interviews were face-to-face or hybrid.
The duration of individual meetings with the experts ranged from 40
min to 1.5 h (including interview and survey).

Gender perience evaluated
olog

Experience with hydrogen
(years)
349 [ 599

Female | Male 3-49 [ 599 10-19.9 | +20y [ 0 | 1-29 10-19.9 | +20y

Solar

Wind

Electrolysis

CH2 storage

CH2 transp.

Ref. Stations

SMR
LCOH
Total 1]5]13[9/2 (3 [3[2]1 7

10 5

2411 | 315

Grand total 29 29

29 29

Fig. 8. Profiles of experts participating in the study “Hj reliability” (authors' creation).
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The experts' profiles are depicted in Fig. 8 (including the available
demographic details of target respondents). Initially, data saturation
was targeted by recruiting a sufficient number of experts per node.
However, due to time constraints, only one expert specializing in the
transportation of compressed hydrogen agreed to participate. Unfortu-
nately, experts on liquid hydrogen transportation and storage could not
be enlisted.

Conversely, there was robust participation from experts in electrol-
ysis (7), gaseous storage (6), solar energy (6), and refueling stations (4).
Although only three experts were available for wind energy, this was
deemed sufficient for data saturation in this node, warranting its in-
clusion. Additionally, experts contributed insights on other technolo-
gies, including Liquid Organic Hydrogen Carriers (LOHC) and Steam
Methane Reforming (SMR).

In summary, technologies with fewer than three evaluations were
excluded from the reliability calculation. However, transportation of
gaseous hydrogen via tube trailer, despite having fewer than three
evaluations, was identified for further analysis.
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4. Results and discussion
4.1. Survey results

The quantitative results displayed in the box charts in Fig. 9 reveal
the variability per metric for each technology prior to normalization,
weighting, and aggregation. The scores are on a scale from 1 to 5, where
values above 2.5 are generally indicative of lower reliability compared
to scores below 2.5.

The methodology employed in this research provides a visual rep-
resentation of the disparities in expert expectations regarding the
assessed technologies in 2030. For instance, there is more agreement in
terms of the reliability of electrolysis (including resources and opera-
tions). At the same time, conflicting viewpoints emerged concerning
gaseous hydrogen storage, particularly in relation to the economic
impact of the disruption of such technology. It is worth emphasizing
that, at this level of analysis, it is possible to begin to discern the un-
derlying reasons for these differing perspectives.

Upon aggregating the variable results, even before normalizing and
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accounting for the importance weights, a medium level of reliability was
expected for all technologies. The process involved using 18 metrics in
calculating utility (u) for electrolysis, CH2 storage, CH2 transportation,
and refueling stations and 24 metrics for energy sources. In this context,
the reliability for all technologies ranged between 2.40 and 2.66, clas-
sifying them as having medium reliability. Notably, refueling stations
emerged as the best-rated technology (before normalization), whereas
gaseous transportation was considered the least reliable (based only on
one expert's judgment). Utilizing the survey and interview-based
methodology theoretically enables a qualitative analysis of each vari-
able per technology, although this is beyond the scope of this paper. To
compare these outcomes with a reference, the TRL values reported by
the IEA and shown in Table 1 can be used. In this framework, one metric
is technology maturity, and it is evident that gaseous storage is expected
to be the most mature technology both presently and in 2030, with a TRL
of 11. PV and HRS results follow a similar trend to the one reported in
Table 1. There is less agreement about wind energy and electrolysis,
with more optimism about the current readiness level than the maturity
expected in 2030 in an HSC. The variability in Fig. 9 displays the
opinions of experts in evaluating the variables associated with specific
metrics.

4.2. MAUT results

Multi-attribute utility results were derived from the average of the
aggregated utility scores obtained from the expert survey, which was
conducted on a per-technology basis rather than per pathway as in
McCarthy et al. (2007). The importance ratings were assigned by a
smaller group of experts, as elaborated in Section 3.2.2. Fig. 10 provides
the average ratings and aggregated utility and importance scores for
each technology and supply chain, encompassing scores for all the
metrics, concepts, GOs (adequacy and security), and the reliability index
per hydrogen supply chain (HSC1 and HSC2). It is important to note that
the results and conclusions presented in this work are preliminary and
cannot be generalized. However, they serve the purpose of testing the
methodology and identifying trends in expectations for 2030.

The comparison of the two green Hy supply chains is given in Fig. 10.
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HSC1 used a solar energy source, whereas HSC2 employed wind energy,
setting them apart. The result suggests that experts assessed wind and
solar energy sources similarly, as evidenced by the utility values in
Fig. 9. However, there are some differences in the importance rating of
metrics used to evaluate the reliability of the two options. Consequently,
there is a slight discrepancy before and after scaling, weighting, and
aggregating the different technologies (e.g., the wind reliability assess-
ment was better than the one for solar before including the importance
rating). Notably, the results are marginally more favorable for solar
(adequacy: 0.225, security: 0.257) than wind (adequacy: 0.246, secu-
rity: 0.245), as depicted in Fig. 11.

HSC1 (solar) is anticipated to be more reliable in terms of both ad-
equacy (1.263) and security (1.248), resulting in a reliability index of
2.51 (Fig. 11). Conversely, HSC2, the wind pathway, yielded aggregated
scores of 1.285 and 1.236 for adequacy and security, culminating in a
final reliability score of 2.52 (recall that in the proposed model, higher
utility [“u”] scores represent lower reliability). The slight difference
between these scores can be regarded as negligible, indicating that both
technologies offer a similar level of reliability, consistent with the me-
dium reliability expected for HSC1 and HSC2 by 2030.

Fig. 11 illustrates the scale used for each calculation in relation to the
aggregation steps.

Utility scores can be compared at various levels to assess the relative
strengths and weaknesses of each HSC. Given that the sole distinction
between HSC1 and HSC2 is the type of energy source, it is relatively
straightforward to identify variations in broader categories, particularly
regarding flexibility and the consequences of technology disruption.
Notably, the importance awarded to the expert ratings strongly in-
fluences the outcome. For instance, the reliability ranking of technolo-
gies can undergo significant shifts, as exemplified by solar energy
(Figs. 9 and 10) transitioning from 0.5 (in the simple reliability evalu-
ation from the survey) to a relatively higher reliability index (0.48)
following the incorporation of importance weights. Moreover, factors
like utilization of resources and operations are considered less critical
with wind energy compared to solar. In contrast, aspects such as
response to equipment outages, expandability, or impact on interde-
pendent systems are more significant for wind than solar. These

High reliability Medium reliability Low reliability
(low risk) (high risk)
Scaled ‘
. . CH2 P Electrolysis
reliability per — (048) 050 052
teChHOIOgy RS Z)/:‘; Transp. CH2
L o (0.48) ilz 0.53) .
1
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. Win :
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Fig. 10. Reliability and risk results per technology and pathway before and after aggregation (authors' creation).
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Attribut Concept Metric Solar Hectrolysi | Gaseous | Gaseous |Refuelling Wind Hectrolysi| G G R 11i
Energy s Hydrogen | Hydrogen | Stations Energy s Hydrogen | Hydrogen | Stations
e Source |technology| Storage |Transporta Source |technology| Storage |Transporta
tion tion
Utilization and spare capacity u 0.640 0.486 0.433 0.400 0.550 0.600 0.486 0.433 0.400 0.550
w 0.314 0.250 0.250 0.250 0.250 0.167 0.250 0.250 0.250 0.250
Continuos OR intermittent produc{ u 0.640 0.543 0.533 0.400 0.550 0.667 0.543 0.533 0.400 0.550
Capacity w 0.343 0.375 0.375 0.375 0.333 0.417 0.375 0.375 0.375 0.333
Size of the system* u 0.600 0.400 0.567 0.800 0.600 0.600 0.400 0.567 0.800 0.600
w 0.343 0.375 0.375 0.375 0.417 0.417 0.375 0.375 0.375 0.417
Aggregated CAPACITY U@ij)| 0.626 0.475 0.521 0.550 0.571 0.628 0.475 0.521 0.550 0.571
W(ij)| 0.350 0.327 0.327 0.327 0.353 0.400 0.327 0.327 0.327 0.353
Response to demand fluctuations | u 0.600 0.486 0.467 0.800 0.500 0.600 0.486 0.467 0.800 0.500
w 0.231 0.152 0.152 0.152 0.227 0.222 0.152 0.152 0.152 0.227
~ Response to equipment outages u 0.400 0.543 0.533 0.600 0.450 0.533 0.543 0.533 0.600 0.450
Q w 0.169 0.167 0.167 0.167 0.182 0.222 0.167 0.167 0.167 0.182
S Expandability u 0.520 0.571 0.533 0.400 0.350 0.400 0.571 0.533 0.400 0.350
8 w 0.108 0.182 0.182 0.182 0.091 0.222 0.182 0.182 0.182 0.091
a Flexibility Decentralization degree* u 0.600 0.457 0.633 0.200 0.500 0.467 0.457 0.633 0.200 0.500
w 0.123 0.152 0.152 0.152 0.182 0.111 0.152 0.152 0.152 0.182
Territorial constraints* u 0.560 0.657 0.667 0.800 0.500 0.667 0.657 0.667 0.800 0.500
W 0.169 0.152 0.152 0.152 0.136 0.111 0.152 0.152 0.152 0.136
Resources and operations* u 0.520 0.629 0.533 0.800 0.350 0.533 0.629 0.533 0.800 0.350
w 0.200 0.197 0.197 0.197 0.182 0.111 0.197 0.197 0.197 0.182
Aggregated FLEXIBILITY U@ 0.535 0.561 0.559 0.603 0.450 0.526 0.561 0.559 0.603 0.450
W(j)| 0.650 0.673 0.673 0.673 0.647 0.600 0.673 0.673 0.673 0.647
Aggregated ADEQUACY score | U 0.567 0.533 0.546 0.586 0.493 0.567 0.533 0.546 0.586 0.493
W | 0397 0.469 0.469 0.469 0.523 0.435 0.469 0.469 0.469 0.523
0.225 0.250 0.256 0.275 0.258 0.246 0.250 0.256 0.275 0.258
Pathway ADEQUACY U 1.263 1.285
Physical security u 0.560 0.400 0.367 0.200 0.500 0.467 0.400 0.367 0.200 0.500
0.234 0.213 0.213 0.213 0.313 0.286 0.213 0.213 0.213 0.313
Information security u 0.440 0.371 0.200 0.400 0.250 0.400 0.371 0.200 0.400 0.250
0.170 0.197 0.197 0.197 0.188 0.214 0.197 0.197 0.197 0.188
Interdependencies u 0.640 0.800 0.533 0.800 0.650 0.733 0.800 0.533 0.800 0.650
Infrastructure 0.213 0.180 0.180 0.180 0.188 0.214 0.180 0.180 0.180 0.188
vulnerability  |Sector coordination u 0.440 0.543 0.367 0.400 0.350 0.333 0.543 0.367 0.400 0.350
0.170 0.213 0.213 0.213 0.125 0.143 0.213 0.213 0.213 0.125
Technology maturity (history) u 0.400 0.543 0.367 0.400 0.500 0.533 0.543 0.367 0.400 0.500
0.213 0.197 0.197 0.197 0.188 0.143 0.197 0.197 0.197 0.188
Aggregated U@j)|  0.502 0.525 0.364 0.430 0.463 0.500 0.525 0.364 0.430 0.463
INFRASTRUCTURE W(ij)| 0.309 0.550 0.550 0.550 0.516 0.359 0.550 0.550 0.550 0.516
Economic impact u | 0680 | 0543 | 0533 | 0400 [ 0550 | 0467 | 0543 | 0533 | 0.400 | 0.550
0.389 0.240 0.240 0.240 0.333 0.455 0.240 0.240 0.240 0.333
Environmental impact u 0.520 0.457 0.400 0.400 0.400 0.600 0.457 0.400 0.400 0.400
0.222 0.280 0.280 0.280 0.200 0.091 0.280 0.280 0.280 0.200
Consequences of -
infrastructure Human health impact u 0.440 0.457 0.467 0.600 0.600 0.533 0.457 0.467 0.600 0.600
failure 0.194 0.260 0.260 0.260 0.333 0.091 0.260 0.260 0.260 0.333
E Impacts on interdependent systems | u 0.760 0.571 0.633 0.800 0.500 0.667 0.571 0.633 0.800 0.500
= 0.194 0.220 0.220 0.220 0.133 0.364 0.220 0.220 0.220 0.133
§ Aggregated CONSEQUENCES | yi5| 0613 | 0503 | 0501 | 0540 | 0530 [ 0558 | 0503 | 0501 | 0.540 | 0.530
@ (I LA UIPLION WGj| 0237 | 0450 | 0450 | 0450 | 0.484 | 0282 | 0450 | 0450 | 0450 | 0.484
Import levels u 0.200 NA NA NA NA 0.200 NA NA NA NA
W 0.188 0.214
Import options u NA NA NA NA NA NA NA NA NA NA
w 0.188 0.214
Geopolitics u 0.200 NA NA NA NA 0.200 NA NA NA NA
w 0.159 0.071
Bottlenecks (chokepoints) u 0.200 NA NA NA NA 0.200 NA NA NA NA
. w 0.087 0.143
Energy security - -
World excess production capacity u 0.400 NA NA NA NA 0.400 NA NA NA NA
w 0.174 0.143
Price volatility u 0.600 NA NA NA NA 0.600 NA NA NA NA
w 0.203 0.214
Aggregated ENERGY SECURIT U(ij)| 0.278 0.271
W(j)| 0.454 0.359
Aggregated SECURITY U 0.427 0.515 0.426 0.479 0.495 0.434 0.515 0.426 0.479 0.495
W | 0.603 0.531 0.531 0.531 0.477 0.565 0.531 0.531 0.531 0.477
0.257 0.274 0.226 0.255 0.236 0.245 0.274 0.226 0.255 0.236
Pathway SECURITY U 1.248 1.236
Reliability per pathway 2.511 | 2.520

Fig. 11. Reliability index results for HSC1 and HSC2 (* new metrics) (authors' creation).
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Fig. 12. Reliability heat maps for hydrogen supply chain technologies.

variations reflect expert assessments, which consider the system as a
whole and evaluate the impact of the failure of independent compo-
nents, such as a single solar panel or turbine, as indicated during the
interview and survey sessions.

4.3. Reliability matrix per technology (risk binning matrix)

The green hydrogen supply chain projected by 2030 was analyzed
using heat maps, where the metrics are ranked based on their impor-
tance and reliability (Fig. 12). The risk assessment leads to a shared
visualization of the quantitative data and suggests prioritizing the reli-
ability rating of each supply chain node.

Here are the key highlights for each selected technology.

For the solar energy source (Fig. 12a), severe risk perceptions are
associated with the following metrics: Resources and operation, Terri-
torial conditions to install, Physical security, Economic impact, Price
Volatility, Response to demand fluctuations, Size of the system, Inter-
mittency, and Utilization.

For the wind energy source (Fig. 12b), severe risk perceptions are
associated with the following metrics: Impacts on interdependent sys-
tem, Economic impact, Interdependencies, Intermittency, Response to
demand fluctuations, Response to equipment outages, Size of the
system.

Electrolysis (Fig. 12¢) is associated with severe risk perceptions for

the following metrics: Impacts on interdependent systems, Environ-
mental impact, Economic impact, Technology maturity (history), Sector
Coordination, Resources and operation, Expandability, and Response to
equipment outages. Furthermore, the metric Interdependencies is
perceived as critical.

For Gaseous Hydrogen Storage (Fig. 12d), severe risk perceptions are
associated with the following metrics: Human health impact, Economic
impact, Physical security, Resources and operation, Decentralization,
Response to equipment outages, Response to demand fluctuations, Size,
and Intermittency.

For Gaseous Hydrogen Transportation (Fig. 12e), critical risk is
perceived for the following metrics: Resources and operation, Response
to demand fluctuations, and Size. Furthermore, Fig. 12e indicates the
severe risk perception related to the following concepts: Human health
impact, Economic impact, Interdependencies, Territorial constraints,
and Response to equipment outages.

With Refueling stations (Fig. 12f) severe risk perceptions are asso-
ciated with the following metrics: Human health impact, Economic
impact, Physical security, Decentralization, Response to demand fluc-
tuations, Size, and Intermittency.

In summary, the main critical reliability ratings are associated with
the following:
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Fig. 13. Perception of cumulative risks associated with the green hydrogen supply chain for the two main components of reliability (adequacy and security).

e Electrolysis: GO:
security).

e Gaseous hydrogen transportation: resources and operation, response
to demand fluctuations (concept: flexibility; GO: adequacy), and size

(concept: capacity; GO: adequacy).

interdependencies (concept: infrastructure;

Finally, considering the technologies' reliability performance, 53 %
of the metrics are related to the Security category, associated with just 1
% critical risk and 17 % severe risk ratings. For the Adequacy category,
47 % of the concepts attract a 3 % critical risk rating and 20 % a severe
risk rating (Fig. 13).

5. Conclusion

This study was designed to appraise the reliability of green hydrogen
supply chains by 2030. Given the futuristic nature of the evaluation and
ongoing technological developments in hydrogen-related fields, con-
ventional risk assessment methods were deemed unsuitable. The model
of McCarthy et al.' (2007) was initially adopted, enhancing it by inte-
grating new metrics and a novel data collection methodology. In sum-
mary, both qualitative (HS) and quantitative (MAUT) approaches are
proposed to assess the reliability of prospective HSCs.

The findings suggest that multi-attribute utility theory may be
appropriate for strategically evaluating hydrogen supply chains, pro-
vided the metrics are well-defined. However, these results may not be
generalizable, as they rely on subjective input. In the international case
study conducted; horizon scanning proved valuable for gathering ex-
perts' insights on the progress of hydrogen technologies in their
respective regions. The chosen time horizon was generally considered
adequate and realistic by 96 % of the experts. Twenty-nine experts from
nine countries evaluated the reliability of technologies related to green
hydrogen supply chains (solar and wind energy, electrolysis, gaseous
storage, and transportation and refueling stations). While individual
evaluations minimize bias, experts' willingness to collaborate with
counterparts from other regions was evident. The quantitative reliability
analysis suggests that hydrogen experts are concerned about the pro-
jected reliability of green HSC.
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Experts project moderate reliability for green HSCs by 2030. Among
these, solar HSCs are considered slightly more reliable than wind HSCs
(aggregated results indicated a minimal disparity in reliability pro-
jections for both pathways). Critical risks were identified for electrolysis
and transportation technologies. For electrolysis, the main obstacle is
related to its interdependence with other systems, primarily renewable
energy sources. For transportation, the critical points are associated with
resources, response to demand fluctuations, and size. It is highlighted
that only one expert was ready to provide feedback on the transportation
of gaseous hydrogen; therefore, this area of HSC requires deeper
analysis.

Rating the reliability index through the survey may be simplified
when more input about the importance of the metrics and concepts is
available and statistical analysis is performed. So far, the proposed
methodology allowed the calculation of the reliability index per tech-
nology and supply chain, revealing variations in expert opinions and
highlighting critical reliability metrics for technologies.

Applying a methodology like the one proposed for the “Hj reliability
project” necessitates the involvement of a multidisciplinary team with
quantitative and qualitative competencies. It is essential to note that the
results presented in this paper exclusively pertain to the survey appli-
cation used to estimate reliability. Qualitative analysis of the interviews
is currently in progress, associated with specific comments addressing
reliability metrics for individual technologies. After completing the
qualitative analysis, a more in-depth examination of how the former
influence decision-making among HSC stakeholders can be provided.

5.1. Key contributions

The proposed methodology uses engineering and social science in-
sights to answer questions related to the future energy reliability of
green HSCs. The theoretical contributions are (1) identification of the
state of the art related to the reliability of prospective HSCs; (2) iden-
tification of research gaps, as presented in Section 2.2; (3) a critical
evaluation of McCarthy et al.'s (2007) approach, and the proposal of
additional reliability metrics; (4) the exploration and proposal of qual-
itative methods applicable to future studies and selection of horizon
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scanning to investigate technological expectations concerning HSC's
reliability in 2030; (5) the conceptualization of a mixed methods
framework which includes an extended version of McCarthy et al.'s
(2007) reliability model using MAUT coupled with HS to design the data
collection instruments (survey and interview questionnaires).

The methodological contributions are as follows: (1) a reliability
analysis at various levels: The case study applied to the macro level of
HSC, and the methodology addresses the unique challenges posed by
new infrastructure, including interdependencies and their impact. (2)
Facilitation of a deep exploration of specific metrics and variables,
highlighting the importance of preserving raw data before aggregation,
thus mitigating the risk of misinterpretation and overly generalized
conclusions. Four new metrics were added to the proposed framework
and analysis: size, territorial conditions, decentralization degree, and
resources. (3) The methodology allows for the customized importance
rating evaluation of proposed metrics representing the reliability of
different technologies, offering flexibility and promoting consensus-
seeking via the e-Delphi method. (4) The multidisciplinary and inter-
national approach has the flexibility to incorporate diverse viewpoints
from various contexts and backgrounds, and the prospective analysis
enables the identification of potential future risks. (5) Employing mixed
methods allows for a holistic reliability assessment and examination of
both numerical data and qualitative insights. Quantitative analysis was
employed for this paper, while qualitative analysis is in progress. (6) The
methodology facilitates the identification of key takeaways by present-
ing results through a range of graphical representations, such as plot
charts and risk matrix-heat maps, enabling a clear understanding of
hotspots.

The proposed methodology may be useful for hydrogen stakeholders,
including government, industry, researchers, reliability experts, and
society in general. It may also have implications regarding the systemic
design of future HSCs that can reliably serve society.

5.2. Challenges and limitations

Several challenges were identified in the initial application of the
methodology, including those related to language, survey length and
complexity, and the deductive nature of structured interviews. Support
with most interviews and completing the survey was necessary for
validation purposes. Engaging in discussions with a diverse group of
experts required a solid understanding of hydrogen technologies and the
context to facilitate meaningful conversations and offer guidance and
clarification throughout the survey process. Given the extensive number
of survey items and potential response options, this support was indis-
pensable in ensuring accurate and consistent responses.

McCarthy et al. (2007) evaluated pathways that integrated both
centralized and distributed (decentralized) systems. The experts in that
study perceived distributed hydrogen production and on-site utilization
at refueling stations as advantageous. Suitability may be enhanced by
increasing the flexibility to adapt to fluctuations in demand in terms of
volume and geographical distribution. Due to the study's interest in
green hydrogen, the analyzed hydrogen supply chains did not incorpo-
rate large centralized production options. Furthermore, an analysis of
the transport and storage of liquid hydrogen or gas using pipelines was
not included due to the absence of participants with expertise in these
technologies. The outcomes underscore the critical importance of eval-
uating HSC incorporating SMR, now a widely used technology.” Such an
evaluation could serve as a baseline, facilitating the comparison of new
potential pathways against the status quo regarding reliability instead of
using only TRLs. The suggested method is a more complex evaluation
than just using a 1-5 scale, as shown in Fig. 10. It allows for a full ex-
amination of HSCs' reliability compared to established standards.

2 One interview with an expert in Steam Methane Reforming (SMR) was
conducted, who responded to the survey using the perspective of 2030.
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The academic research encountered difficulties concerning contact-
ing various groups of people, primarily due to time and location con-
straints that necessitated the division of data collection. This situation
led us to use the e-Delphi method. Although the heterogeneous profile of
experts enriched the discussions, it also resulted in some ambiguity in
defining specific contexts, given the global scope of this study. However,
maintaining a broad definition of the technology system was a necessity.
Attempting to delve into local or global contexts and confidently rate the
metrics proved difficult for several experts. What this study calls a
metric may indeed cover multiple specific metrics. In initiating the
questionnaire using McCarthy's framework, this research team hand-
picked the metrics, concepts, and objectives based on specific criteria.
Integrating these metrics into concepts remains a subjective process and
necessitates validation. Further, making evaluations using the current
instrument is complex as it involves appraising some metrics based on
reliability and others based on risk. This differential approach required
additional explanation and data treatment to ensure consistency.
Creating a prospective study and defining the scale for each metric also
demanded significant time and resources. The sample size could be
expanded to include additional nodes for a more detailed analysis.
Because the study is also semi-qualitative, the expertise and judgment of
the participating experts and the researchers' biases introduce uncer-
tainty about the framework definition and interpretations of results.
Several strategies were used to mitigate these biases, highlighting the
importance of multidisciplinary work.

6. Perspectives

Several additional perspectives can be considered. Creating a base-
line reliability index from the current status quo of technologies would
serve as a valuable reference point for comparison. Establishing low and
high-reliability values could enhance comparison among technologies in
relation to the status quo, such as SMR technology and associated supply
chain technologies, which represent mature pathways. Conducting a
sensitivity analysis on importance ratings would help gauge their impact
on the final calculations. Expanding the pool of experts in the study
would enhance the validity of the results and provide a broader spec-
trum of insights. Moreover, organizing panel discussions, an alternative
methodology, might be beneficial for comparing the outcomes with in-
dividual assessments and exploring possibilities for agreement. For
modeling and safety purposes, the analysis would benefit from including
a technical risk assessment. Conducting statistical analysis on a larger
sample will be crucial for evaluating the validity of the questionnaire
and its diverse items. Since the approach considers the future, inte-
grating financial reliability into the methodology would generate valu-
able insights into the economic aspects of reliability. Following this first
empirical exercise, it would be valuable to implement the methodology
into a specific case study focusing on current or near-future perspectives
to examine a more practical context. Overall efficiency and reliability
performance can also be determined by modeling the interdependencies
between various parameters at each HSC node.
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