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Heads of budgetary institutions subject to Act
CXCV of 2011 on Public Finances (Aht.) — a
regulation aimed at establishing the guarantees
for maintaining the balance of public finances
and for the transparent, efficient and control-
lable management of public funds —, of the as-
set management organisations established by
budgetary institutions and, since 2014, heads
of any other organisations of the government
sector, including selected public companies,
are required, pursuant to Government Decree
No. 370/2011 (XII. 31.), to develop, oper-
ate and enforce at all levels of the organisa-
tion — in accordance with the methodological
guidelines issued by the Minister in charge of
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public finances — an internal control system,
and to submit a statement at least once a year
evaluating the quality of the internal control
system of the organisation.

Legal compliance requirements pertaining
to Hungarian public finances and the guide-
lines recommended for application (Ministry
for National Economy, 2012) essentially define
risk management as a part of the internal con-
trol system'. In line with international trends,
control-oriented risk assessment, as a key ele-
ment in the planning of risk-based auditing,
has become a cornerstone of public sector risk
management regulation. Precisely with these
compliance criteria in mind, institutions
strive to enforce its principles even in their in-
ternal policies.
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Recent periods have seen the publication
of several articles and studies dedicated to
the theoretical, regulatory and control issues
of public sector risk management (Domokos
et al., 2015), (Vasvdri, 2015). These papers
brought into focus an important problem:
despite the remarkable accumulation of meth-
odological knowledge and experience over the
past 10 years, there are striking differences be-
tween the level of development — as per com-
pliance criteria — of the organisational rules of
risk management systems and the quality of
the actual application of risk management at
the vast majority of the entities audited by the
State Audit Office of Hungary. Audit experi-
ences gained with respect to the organisations
of the central subsystem during the audit of
the 2013 final accounts “found that in both
the institutions and the organisations of insti-
tutional titles, risk management was the ele-
ment of the internal control system where the
greatest number of deficiencies was encoun-
tered”. While risk management regulations
were rated, based on the SAO’s audit method,
“compliant” at 87.4 per cent of the audited en-
tities, only 29.1 per cent of the organisations
received the same rating for risk management
activity. The audit also found that, although
correlation was observed between the size and
rating of the audited organisations, it was me-
dium-sized organisations that least complied
with risk management requirements.

With respect to risk management systems
implemented in the local government subsys-
tem of public finances, the results were even
more dismal both among the local govern-
ments completing the questionnaire of the
integrity survey and among those selected for
the audit on the basis of risk considerations.
The audit findings regarding the financial
management and operation of public higher
education institutions were similarly unfa-
vourable in the period of 2009-2013 (State
Audit Office of Hungary, 2015). According to
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the audit results, barely more than one third
of the audited public higher education institu-
tions were found compliant with respect to the
design and operation of the risk management
system. Although the vast majority of institu-
tions had an internal risk management policy,
nearly one third of the institutions failed to
update it. It is even more worrisome that less
than one third of the institutions “took ac-
tions to eliminate the factors that jeopardise
the achievement of the organisation’s objec-
tives and to minimise risks”.

While lacking the necessary professional
capacity may be a justification for municipali-
ties of smaller settlements, obviously, this ar-
gument cannot be accepted in the case of pub-
lic higher education institutions. The question
rightfully arises: what is it that impairs legal
compliance beyond the formulation of inter-
nal regulations? Is legal compliance sufficient
in itself to implement successful risk manage-
ment across the public sector?

Below we seek answers to the following
questions: how can public sector institutions
enhance their risk management systems be-
sides satisfying compliance requirements?
Which performance indicators can be used,
besides compliance, to gauge effectiveness?

ANEED TO SUPPLEMENT COMPLIANCE
CRITERIA

Control-based risk management expectations
developed by professional audit organisations
focus primarily on compliance criteria and are
cited and prescribed by binding regulations
and mandatory guidelines applicable both
to the financial sector and the public sector
as part of the “lines of defence”. At the same
time, originally developed for listed compa-
nies with a primary focus on supporting the
reliability of financial statements, COSO
models, as well as the internal control stand-



ards and guidelines that are based upon them,
limit risk management to the context of de-
veloping and auditing the controls required
for running the organisation. This is reflected
in the widely applied interpretation of risk
that describes risks as the negative effects of
potentially arising events and, by assigning
preference to risk mitigation, concentrates
on reducing the probability (or frequency)
of such events and/or alleviating the effects
(consequences) thereof. This approach, how-
ever, fails to address risk management aimed
at achieving positive outputs. According to a
broadly accepted attitude in the public sector:

Any possible positive yield of taking risks is —
in contrast with the private enterprise domain —
minimal in the public sector. Particularly when
achieving goals that do not appear in the legal
regulation has no “reward” (Domokos et. al,
2015).

At the same time, besides the criteria of
compliance with legislative objectives, other
angles should also be considered. Indeed, the
public sector covers a fairly broad spectrum of
organisations; institutions operating in the cen-
tral and local subsystems of public finances are
far from being homogenous in terms of institu-
tion type and size, supervisory and ownership
structure, social/economic duties and regional
dimensions with respect to the objectives speci-
fied in legislation applicable to the given pro-
fessional field (such as the higher education act
in the case of universities and colleges).

Not only certain policy areas (such as
healthcare or education), but institutions op-
erating within the framework set by the shared
legislative objectives (e.g. in higher education)
compete with each other in reality; at the very
least, they compete for funding. If it was true
that the achievement of a better ranking (posi-
tion) has no “reward” — in the form of better
financial conditions, professional recognition,
“customer” satisfaction, rewarding of excel-
lence, etc. —, this obvious, frequently seen
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competition — which is rather fierce among
the top-ranking institutions — would not even
exist. This, however, would not even be desir-
able as incentives for the best possible (or at
least continuously improving) performance of
the public sector serve broad social interests.
Without the promise of a positive reward of
risk-taking, public sector institutions could
not be expected to have an intrinsic need for
innovation and continuous development.

Accordingly, there is every reason to expect
public sector institutions to put in place, be-
sides the general statutory objectives, individ-
ually defined strategic and organisation-level
operating objectives in the given time and
space, in particular, with respect to effective-
ness (utility) and efficiency (i.e. the optimal
use of resources).

For instance, the objectives and tasks de-
fined in the Organisational and Operational
Regulations of the Budapest Business School
(BGE, 2015) go beyond the objectives set
forth in the statutory provisions applicable to
higher education and adult training. Indeed,
in addition to the main objective — i.e. main-
taining the position achieved in tertiary-level
specialist training (“to be an attractive busi-
ness school in the field of economic and so-
cial sciences and the related disciplines both
for the community and internationally”)
—, there is a need to enhance the quality of
training continuously by ensuring the over-
arching autonomy of education, supporting
the individual development of educators and
students, providing continuously updated
training materials and curricula that ensure an
adequate balance between time-tested and up-
to-date theoretical and practical knowledge,
and by enhancing liaison with the domestic
and international academic community. Ac-
cordingly, risks should be identified, assessed,
accepted and addressed in accordance with
the organisational and operational objectives
that are intended to support the achievement
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of these strategic goals, based on compliance
with legislative requirements and high-level
public administration expectations.

In our view, it is not the negligible posi-
tive reward of risk-taking that is reflected in
the risk aversion so typical of public sector
institutions, but the dissuasive force of the
control system of public finance administra-
tion. At the same time, this does not necessar-
ily imply a positive attitude if it also obstructs
development, limits the likelihood of positive
outcomes, unreasonably increases lead times
or entails significant additional expenditures.
The risk management literature has been long
aware of and thoroughly analysed the contra-
diction between “business” oriented (safety-
seeking) and “venture” oriented (risk-seeking)
behaviours within corporate governance (Far-
kas and Szabé, 2005).

With the attributes of all other external fac-
tors unchanged over time and space, the opti-
mal combination or proportion of “business”
oriented and “venture” oriented attitudes is
defined by governance objectives aligned with
the specific organisation’s goals in accordance
with its desire to change or retain its position
in the current competition. However, a pro-
tracted dominance of either attitude (which
is described in the literature as the “apathet-
ic” and “adventurous” states) jeopardises the
achievement of both specific organisational
objectives and reasonable business objectives,
including the case of public sector institu-
tions. It is also important to note that taking
higher risks — for example, in the context of
developments, innovation or the introduction
of a new product or technology — is not the
opposite of regular financial management, al-
though on such occasions the altered effect of
external and internal uncertainty factors calls
for a higher professional quality of economic
and legal administration. Naturally, this is also
true to the lower and higher institutional lev-
els of governance.
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Keeping in mind the most comprehensive,
efficient and reasonably expected achievement
of specific organisational goals, managers view
risk-taking as a natural concomitant (indeed,
integral part) of day-to-day decision-making
and governance activities, especially when
they are forced to prioritise or choose from
conflicting alternatives along the lines of the
pre-defined objectives. Consequently, they
perceive compliance with risk management
policies developed or expected “irrespective”
of specific organisational objectives and the
functioning of the implemented governance
system primarily as an extra administrative
burden. As such, understandably — and espe-
cially in the absence of sanctions —, they ei-
ther ignore risk management regulations or, as
a best case scenario, they allocate compliance
with the regulations to organisational frame-
works less likely to “disturb” the daily work.
As a result, “compliant” risk management may
become an exercise in mostly ex post docu-
mentation completely separated from actual
decision-making and governance functions
that follows the audit cycles rather than the
time horizon of organisational goals or any
changes in circumstances. All this may lead
to the devaluation of the role and function of
mandatory risk management and the emer-
gence of a negative general perception among
staff members.

The “added value” of exclusively compli-
ance-oriented risk management is also ques-
tionable from the perspective of external stake-
holders. Recent decades have seen — nearly in
all sectors and organisation types both on a
global and local scale — a wide array of govern-
ance scandals and organised abuse, attempts
at cooking the books or manipulating disclo-
sures, various forms of corruption, the erosion
of ethical standards, etc. This suggests that
meeting legal compliance requirements does
not guarantee the prevention of catastrophic
(environmental, economic and social) failures



or even the achievement of organisation-spe-
cific goals in itself.

In numerous cases, we do not necessarily
find a direct correlation between the quality
of legal compliance and the state of individ-
ual success factors, as demonstrated by the
compliance deficiencies identified at a num-
ber of leading Hungarian higher education
institutions. Even the few Hungarian uni-
versities regularly selected to several inter-
national top lists (as different and dubiously
compiled as they are) include institutions
where the design and operation of the risk
management system did not comply with
legal provisions in the period of 2009-2013
audited by the SAO. It is an open question
as to how to measure the extent to which a
corrective or improving action (such as the
addition of a risk management chapter to an
internal control manual) or a lack thereof
during the review period correlates with the
previous or current prestigious ranking of the
specific higher education institution in Hun-
garian or international top lists or with the
existence and elimination of financial man-
agement irregularities.

ADDITIONAL CRITERIA OF RISK
MANAGEMENT QUALIFICATION

Traditional compliance audits judge the effec-
tiveness of risk management on the basis of
whether all components of a model (such as
COSO ERM) are “present” in the organisa-
tion’s operations and whether their function-
ing provides “reasonable assurance” regarding
the achievement of specific objectives. In our
opinion, based on the application of the effec-
tiveness criteria of the ISO 31000 risk man-
agement standard (ISO, 2009)?, effectiveness
can be best determined by answering the fol-
lowing three questions (Ivanyos and Sdndor-
Kriszt, 2015).
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» Does the organisation have an up-to-date,
accurate and comprehensive (i.e. covering all
operational and organisational levels) inter-
pretation of risks?

»Do all external and internal stakeholders
understand and accept the levels and limits of
risk appetite applied by the organisation (risk
criteria)?

P Are the risks of the organisation within
the limits of the prescribed criteria?

Answering these questions goes beyond the
scope of statements pertaining to the regular-
ity of the design and operation of the internal
control system. Indeed, the answers provided
cannot even be verified based on pre-defined
audit questionnaires due to the differences
between organisation-specific objectives and
their time horizons, the established organisa-
tional frameworks, the position of individual
organisations in space and their linkages, and
the organisations’ roles in administrative, pro-
duction, service provision, sale and utilisa-
tion chains. At the same time, by asking these
questions managers may better grasp the tasks
related to risk management, while keeping in
mind the time and space considerations and
changes of the organisation’s external and in-
ternal linkages.’

Governance activities and capabilities im-
plemented at the organisational and opera-
tional levels support the effectiveness of risk
management. Implementation of the recom-
mendations of the applied risk management
models or approaches cannot be evaluated and
verified directly but only by examining the ex-
tent to which they are embedded in the gov-
ernance and control of operational processes,
the planning, decision-making and review
procedures of the organisation, the compre-
hensive governance policies and the record-
keeping systems of the organisation. Based on
this, the quality of risk management can be
better captured by assessing the governance
capability of an organisation* (Ivanyos and
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Ro6z, 2010) rather than by strictly examining
“compliance” with the components of a gen-
eral risk management or control model.

Governance capability is an attribute of the
operation of an organisation, which indicates
the extent to which the governance system
supports the execution of key processes aligned
with organisational goals. The definition and
improvement of governance capability are im-
portant tools that facilitate the enhancement
of the frameworks of the governance system,
the fullest possible integration of risk manage-
ment into the decision-making and execu-
tion processes of the organisation, and the
increased efficiency of supervisory and audit
activities.

The quality of individually developed (cus-
tomised) risk management can also be meas-
ured against a number of model-independent
attributes, the deficiencies of which jeopardise
the adequate enforcement of effectiveness cri-
teria. Based on the recommendations of the
ISO 31000 risk management standard, the
attributes supporting the effectiveness of risk
management and improving performance can
be summarised as follows (Ivanyos, 2015):

* continuous improvement of risk manage-

ment;

* comprehensive regulation of personal ac-

countability for risks;

eapplication of risk management during

the implementation of all decision-mak-
ing procedures;

*continuous communication with stake-

holders;

e full integration into the governance sys-

tem of the organisation.

Deficiencies in the continuous improve-
ment of risk management typically arise from
delays in — or the absence of — senior offic-
ers’ responses to changes and problems affect-
ing the governance framework encompassing
the organisational and operational levels, in
particular, the monitoring and review activi-
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ties assigned to governance roles, or from the
inadequate or untimely provision of the re-
quired resources, which often convey messag-
es in conflict with the announced risk man-
agement policy.

Risk management activities should not be
ad hoc; they should be performed consist-
ently, in accordance with the job description
rules governing all other duties. In addition to
the clear and straightforward definition of the
rules of mandate and responsibility, wherever
possible, performance criteria should be also
prescribed and used directly as a measure for
evaluating the performance of risk manage-
ment. Besides having the rules of responsibil-
ity formally accepted, it is important to ensure
that the rules are clearly understood, to pro-
vide the required training opportunities, and
to share good examples and best practices with
the stakeholders.

Upon making decisions, risks are obvi-
ously considered at each organisational and
operational level, and accordingly, a more or
less formalised risk management process (or
risk acceptance) will take place. The fact and
extent of the implementation of risk manage-
ment can be monitored by way of the docu-
mentation of the decision-making procedure.
The preparation and decision-making steps of
important decisions may involve all elements
of risk management (e.g. those prescribed
by the regulation), and decision-makers may
evaluate the adequacy of the implementation
of risk management which could influence the
decisions made.

The method and level of risk management
applicable during specific decision-making
procedures should be planned and, as appro-
priate, specified in a separate policy, aligned
with a governance framework that is devel-
oped — individually — and reviewed on a regu-
lar basis for the organisation as a whole. At
the same time, it should be remembered that
the mere fact of regulation or documentation



will not suffice in itself; adequacy can only be
considered in the case of implementation in
all decision-making procedures at all organi-
sational and operational levels, including at
custom-tailored capability levels. Another im-
portant aspect to consider is to ensure that the
application of risk management procedures is
not prescribed with a view to restricting the
decision-making powers of the given organi-
sational or operational level, but in order to
facilitate sound and good decisions with the
assistance of the risk management toolkit.

Risk management is built on continuous
communication, dialogue and consultation
with external and internal stakeholders. From
the perspective of the operation of the or-
ganisation, multidirectional communication
ensuring that even the potentially conflicting
objectives and angles of stakeholders are con-
sidered is an important element and organic
part of risk management, which is indispen-
sable not only in identifying and evaluating
risks but also in planning risk management
measures, monitoring execution and review-
ing the results. If the stakeholders do not rec-
ognise or accept each other’s risk levels, meas-
ures taken on the basis of criteria pertaining to
the same risk without coordination with the
various stakeholders may mutually neutralise
one another or at the very least, may jeopard-
ise the achievement of the effect desired by
either party.

As the prescribed and the implemented risk
management procedures may differ from one
another, in relation to the governance of in-
dividual organisational and operational levels,
the stakeholders, as well as the method and
frequency of liaison may also be different. For
example, the contractual delivery of a specific
order, the provision of a public service or the
implementation of a major investment project
necessitates different risk definitions and pres-
entations and different types of dialogues with
the required partners, staff members, senior
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officers, authorities, creditors and households,
in function of the specific circumstances re-
garding work conditions, financing, profit-
ability and household demand.

Developing the governance system and its
processes should provide an optimal frame-
work for the achievement of organisational
objectives. Even with respect to the effect of
uncertainty on organisational objectives, i.e.
risks, the task is to create optimal organisa-
tional frameworks and to integrate risk man-
agement into organisational and operational
processes. In this regard, it is the actions and
the statements of managers playing a role in
risk management that reflect the weight and
role they assign to risk management in the
control system, based on what they consider
necessary and sufficient to achieve organisa-
tional objectives.

DEFINITION OF RISK LEVELS

In accordance with the ISO 31000 standard,
risk is interpreted as the effect of uncertainty
on our objectives, which can be a positive and/
or negative deviation from what is expected.
This definition is far broader than the tradi-
tional (control-based) approach that applies
the product of the probability and effect of
negative events. Consequently, risk manage-
ment should not concentrate on reducing the
probability and/or more or less predictable ef-
fect of “inherent” (or seemingly inherent) risk
factors; instead, it should consider the signifi-
cance of the effect of the “persisting” (factual
but hard-to-measure) uncertainty on the ob-
jectives, based on the best information avail-
able. This approach is also supported by the
fact that it is precisely not the high probability
events that cause the most severe damages, but
inadequately considered changes of circum-
stances, as well as rare or unpredictable (chain
of) events that trigger/intensify each other.
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These events would not even be considered a
significant risk if examined as the product of
probability and effect.

According to the ISO 31000 standard, in
order to assess the significance of risks the or-
ganisation needs to define risk criteria aligned
with the values, objectives and resources of the
organisation. These criteria may derive from
legal or other requirements undertaken by the
organisation, and the factors to be considered
in defining them are the following:

* nature and type of possible causes and ef-

fects;

*the manner in which the probability of

the event is defined;

espace and time horizon of the frequency

and consequence of the event;

e definition of risk levels;

* possible risk limits;

* definition of the combined effect of recur-

ring or parallel risks;

* opinion of stakeholders.

It is the task of the senior management re-
sponsible for the strategic governance of the
organisation to define the governance objec-
tives that provide a framework for the internal
correlations of risk management processes at
the operational and organisational levels of
the organisation. This is the basis on which
the risk criteria to be applied by risk manage-
ment can be developed as part of the tasks and
within the competence of the senior officer
responsible for the implementation of risk
management.

Governance objectives link organisational
objectives to operational and organisational
level capabilities as shown in Figure I in such
a way that they ensure that the stance and in-
structions of management remain within the
governance frameworks that define the needs
of the stakeholders and the expectations of the
environment. As such, governance and super-
visory bodies should be aware of and compe-
tent to decide the extent to which the com-
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prehensive corporate governance system meets
the expectations of stakeholders.

According to the COSO ERM framework
that applies the traditional definitions of risk
levels, risk appetite (or willingness to take
risks) shows the risk still acceptable for man-
agement and the supervisory body with re-
spect to strategy, while risk tolerance indicates
the acceptable deviation from organisational
objectives at the specific risk appetite level.

Risk appetite and risk tolerance levels need
to be aligned with operational and organisa-
tional objectives and the relevant management
responsibilities (it should be noted that the
ISO 31000 standard does not use the terms
risk appetite and risk tolerance and even the
traditional risk management literature fails to
provide a consistent interpretation of “toler-
ance”). This can be implemented effectively
by applying risk criteria designed in view of
the approved risk management policy and the
external and internal correlations considered
in establishing the risk management frame-
works integrated into the control system on
the one hand, and of the external and inter-
nal and time and space considerations defined
by the risk management process organically
integrated into the governance of individual
operational and organisational levels on the
other hand.

The ISO 31000 standard emphasises the
responsibility of the CEO/Board in the design
and effective operation of the risk manage-
ment system. This includes the continuous
maintenance of a strong commitment on the
part of the organisation’s management, and
the strategic planning and enforcement of
commitment at all levels of the organisation.
In this context, the CEO/Board

* defines and approves the risk management

policy;

*ensures the harmony between organisa-

tional culture and the risk management
policy;
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Figure 1

CONNECTION OF GOVERNANCE OBJECTIVES TO THE OBJECTIVES OF ORGANISATIONAL
AND OPERATIONAL LEVELS

EXPECTATIONS OF STAKEHOLDERS

ORGANISATIONAL MANAGEMENT

STRATEGIC OBJECTIVES

Capacity for developmentl Accountability I Commitment

>
O
e =
WY OPERATING GOALS -
= A o
[NN] —
o Exploitability I Process integrity I Competency t
<C
L
=
< ~ \
o
~ o
%2] Satisfaction Credibility Data protection —
E - P
(" g
O
k Normative requirements of operational processes H

.

EXPECTATIONS OF SOCIO-ECONOMIC ENVIRONMENT

Source: own editing

* defines the performance indicators of risk
management in line with the organisa-
tion’s performance indicators;

ealigns risk management objectives with
the strategy and objectives of the organi-
sation;

* ensures legal and regulatory compliance;

e allocates accountable responsibilities to
the relevant levels of the organisation;

* ensures the availability of the resources re-
quired for risk management;

* communicates the importance and ben-
efits of risk management to all stakehold-
ers;

* ensures the continuous applicability of the
risk management framework.

Although the definitions and the terminol-
ogy of COSO are different from those applied
by the ISO 31000 standard, the document
issued by the Commission in 2012 (COSO,
2012) also provides guidelines regarding the
definition, application and presentation of
risk appetite and willingness to take risk.

“Risk appetite:

e strategic and is related to the pursuit of or-

ganizational objectives;

*forms an integral part of corporate govern-

ance;

* guides the allocation of resources;

*guides an organization’s infrastructure,

supporting its activities related to recogniz-
ing, assessing, responding to, and monitor-
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ing risks in pursuit of organizational objec-
tives;

einfluences the organization’s attitudes to-
wards risk;

o is multi-dimensional, including when ap-
plied to the pursuit of value in the short term
and the longer term of the strategic planning
cycle; and

e requires effective monitoring of the risk itself
and of the organization’s continuing risk ap-
petite.”

The difhiculty with applicability lies in the
fact that, while application of the relevant in-
dicators cannot be a problem for risk toler-
ance as they may well coincide with financial
and other performance indicators capturing
the effectiveness of the operation of the or-
ganisation, the indicators cannot be directly
interpreted as measures of risk appetite.

However, if the performance indicators
pertaining to the design and maintenance of
the risk management framework — as integrat-
ed into corporate governance — are considered
to be the attributes describing the organisa-
tion’s risk appetite levels, then comparing the
governance processes designed and operated
in accordance with the expectations of the
environment and the operational goals of the
organisation to the best practices known by
the environment may serve as a natural meas-
ure. The more comprehensive and exhaustive
the planned implementation of best practices
and the higher the capability level, the low-
er the risk that may arise with respect to the
given governance process and jeopardise the
achievement of organisational objectives.

Thus, risk appetite may be defined by the
selection of best practices that support the
capability levels corresponding to the organi-
sational objectives of operational and govern-
ance processes.

Realistically defined, specific organisational
and operational objectives, however, also de-
termine the costs that the organisation has the
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capacity to bear in the course of optimal oper-
ation. Accordingly, in defining individual risk
appetite levels, management needs to consid-
er the costs entailed by the reduction of the
risks” potential negative effect. Definition of
the actual and expected costs of the applicable
governance practices is another necessary con-
dition of determining the risk appetite levels
corresponding to the organisational objectives
pertaining to various time horizons and op-
erational areas. (See Figure 2)

PERFORMANCE INDICATORS
TO BE CONSIDERED IN EVALUATING THE
GOVERNANCE OF RISK MANAGEMENT

The fundamental principles of organisational
risk management are the same for all organisa-
tions pursuing independent operations. How-
ever, the range of the related governance prac-
tices and the capability levels of the governance
processes implementing them could exhibit
significant  differences. Organisations may
pursue extensive value-generating activity even
without implementing formalised risk man-
agement practices. Changes in the stakehold-
ers expectations, the business environment
or the relevant legislative provision, however,
may call for a stronger and more clear-cut risk
management framework, while developing a
risk management system may pose a challenge
even for more mature organisations.

The governance of risk management is un-
derstood as the management’s efforts to select
governance practices relevant to the achieve-
ment of organisational objectives and to ap-
ply them in accordance with the risk appetite
levels, expended in the context of enhancing
the governance system and making it more ef-
ficient.

Risk management should involve risk cri-
teria capable of measuring the effectiveness
of governance practices — as risk management
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Figure 2
UTILITY AND EFFICIENCY CONSIDERATIONS OF RISK ACTIONS IN DEFINING
RISK APPETITE LEVELS
A RISK COST
Risk limit
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actions — that support the achievement of or-
ganisational objectives and the availability and
efficient use of the required resources. Accord-
ingly, the selection and application of govern-
ance practices supporting risk management
should be examined from the perspective of
the extent to which they cover all governance
objectives and all operational and organisa-
tional levels of the organisation.

In order to determine the scope of risk
management governance, there is a need to
identify the risk criteria (risk tolerance and
risk appetite levels) applicable to the govern-
ance objectives used. Bearing in mind the
typical space and time horizons of the organi-
sational and operational goals covered by the
scope of risk management, the “utility” and
“efficiency” criteria of governance objectives
can be developed as follows:

P Definition of risk appetite levels by the
capability levels of the governance processes
supporting corporate governance.

» Definition of risk tolerance by the devia-
tion from the organisational and operational
objectives applied at the given level of the gov-
ernance system.

In order to ensure risk optimisation, the
following performance indicators may be used
to measure the risk criteria®:

* degree of achievement associated with the
capability attributes of governance pro-
cesses with the application of a common
rating scale (process profiles under the
ISO/IEC 15504 standard); and

e control limits interpreted in accordance
with the space and time horizons of or-
ganisational and operational objectives.

Similarly, in relation to the governance
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objectives of risk awareness and control ef-
ficiency that support the governance of risk
management, a number of risk criteria should
be in place capable of measuring the effective-
ness of governance practices — as risk manage-
ment actions — that support the achievement
of organisational objectives and the availabil-
ity and efficient use of the required resources.
However, these organisational objectives and
resource requirements should derive from the
objectives applied by the governance system.
Accordingly, the selection and application of
governance practices supporting the govern-
ance of risk management should be examined
from the perspective of the extent to which
the “utility” and “efficiency” indicators de-

scribed above cover all governance objectives
and all operational and organisational levels of
the organisation. In other words (reiterating
the first criterion of the effectiveness of risk
management): does the organisation have an
up-to-date, accurate and comprehensive (i.e.
covering all operational and organisational
levels) interpretation of risks? (See Figure 3)
Attributes (as prescribed by the ISO/IEC
15504 standard) of the set of governance
practices applied and selected from recognised
benchmark models and the targeted process
capability levels constitute the risk criteria
against which the governance of risk manage-
ment can be measured. Residual risks can be
inferred from the process attribute gaps be-

Figure 3

GOVERNANCE OF RISK MANAGEMENT AND GOVERNANCE PROCESSES SUPPORTING THE
ACHIEVEMENT OF THE OBJECTIVES OF INDIVIDUAL ORGANISATIONAL AND OPERATIONAL LEVELS

RISK AWARENESS
CONTROL EFFICIENCY
PERFORMANCE MEASUREMENT

RISK MANAGEMENT
GOVERNANCE

Source: own editing
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tween the target and assessed (actual) capabil-
ity profiles.

The performance indicators of risk manage-

ment governance’ are the following.

PIn relation to the governance process of

risk awareness:

* management defines the governance ob-
jectives and risk criteria of corporate gov-
ernance (risk tolerance and risk appetite
levels);

erisk assessments that consider the time
horizon of governance objectives and the
risk criteria (risk tolerance and risk appe-
tite levels) are regularly executed;

e risks affecting the objectives of corporate
governance are considered in designing
the control activities upon which all man-
agement statements (reports) regarding
the control system are based.

PIn relation to the governance process of

control efficiency:

* management ensures the maintenance of
adequate organisational structure and re-
porting routes;

* supervisory activities ensure the periodical
review of the effectiveness of the internal
control system;

* management examines control deficien-
cies and takes the required steps.

»In relation to the performance measure-

ment based on quantitative indicators:

* processes or process elements relevant and
significant for the achievement of organi-
sational objectives are selected for perfor-
mance measurement;

* measures and analysis techniques are de-
veloped and maintained for the perfor-
mance measurement of processes or pro-
cess elements;

* process execution data are collected and
analysed by statistical or other quantitative
methods that ensure the understanding of
the deviations between the occurrences of
selected processes or process elements;

mSTUDIES =

*ad hoc causal factors triggering the devia-
tions of process execution are defined by
using the results of the data analysis;

e corrective and preventive measures are
taken in order to take account of the ad
hoc or other causal factors triggering the
deviations; and

*the execution of the selected processes
or process elements is monitored and
checked with a view to developing sta-
ble, functional and predictable processes
and keeping within the limits of control
thresholds.

Existing governance and control frame-
works offer a wide array of application sets
regarding the recognised best practices that
support the results listed above. At the same
time, not all of them are necessarily required
for achieving the specific goals of the organisa-
tion. When presenting executive statements,
management should only select practices
which have an obvious relevance to the “utili-
ty” and “efhiciency” objectives of the given op-
erational level. In relation to risk management
governance, these objectives are the following:
definition and application of risk appetite lev-
els, as well as risk tolerances to be adhered to
at the operational and organisational levels
covered by the scope of the governance sys-
tem.

For thoroughly informed decisions, man-
agement should develop and apply the “util-
ity” and “efficiency” indicators considered rel-
evant to governance practices. Where there are
significant gaps between the actual (measured)
values and the expectations (risk appetite) of
management, the practice concerned should
be re-designed or corrected. Where the actual
indicator values are known and deemed satis-
factory with respect to the risk appetite, the
application practice can be considered as an
executive statement.

Based on quantitative indicators, perfor-
mance measurement provides a tool for man-
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agement for the application of the “utility”
and “efficiency” indicators determined by the
governance system. Values exceeding the pre-
scribed control threshold signal the necessity
of corrective and/or remedial actions support-
ing the better (safer) achievement of organisa-
tional objectives. Since all control and other
risk management measures should be consid-
ered in relation to organisational objectives,
the “utility” and “efficiency” indicators meas-
uring governance practices have a number of
different functions. On the one hand, they in-
dicate the level of residual risk relative to the
risk appetite level; on the other hand, by the
application of control thresholds as a measure
of risk tolerance, they create a link between
governance objectives and organisational and
operational objectives. The rating of the capa-
bility attributes of the processes related to gov-
ernance objectives through risk management
governance serves as an indicator to measure
the risk tolerance levels prescribed for the in-
dividual governance levels of the operation
and the organisation.

CONCLUSIONS

In the article we attempted to define, going
beyond legal compliance considerations, the
effectiveness aspects of organisation-level risk
management criteria on the basis of solutions
devised — in the context of projects imple-
mented with the support of the European
Commission under the direction of the Bu-
dapest Business School — for the development
and performance measurement of corporate
governance. We recommended the presenta-
tion of the effectiveness of risk management
and the application of assessment (assurance)
and process improvement (consulting) meth-
ods allowing for the comparability of results
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based on objective indicators. Governance
processes that can be developed — based on
existing benchmark models — in the context
of governance capability assessment and cor-
porate governance can be applied, irrespective
of organisation type, both in the public and
the private sectors,® as recommended both by
the Information Systems Audit and Control
Association (ISACA) and by the process as-
sessment model of I'T governance (COBIT).

Nevertheless, besides audit specialists, man-
agers and their consultants should also acquire
the proposed method (Ivanyos et al., 2015).
The cooperation agreement between the
State Audit Office and the Budapest Business
School may provide an adequate framework
for implementing new training programmes
aimed at the enhancement and measurement
of corporate governance and risk management
capabilities. In addition to the training pro-
grammes, it would also be expedient to dis-
seminate survey results and experiences to the
public sector on a continuous basis.

At the same time, based on the results
achieved so far, further research topics should
also be explored. Among them, for the pur-
poses of this study we wish to highlight, in
view of their existing and long-term signifi-
cance, two areas for improvement. Firstly, cri-
teria and practices for public sector risk man-
agement should be developed and rendered
accountable in accordance with the criteria
of sustainable development. The second area
concerns the functions to be performed in the
context of public sector risk management in
relation to the development of the regional
economy. In our opinion, research on both
topics would contribute to the development
of public sector institutions and to enhancing
our ability to efficiently meet the external and
internal expectations intensified by new chal-
lenges.
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NoOTES

! This is partly owing to the translation of the docu- tion (ISACA) in Budapest has been fully incorpo-

ment entitled “Guidelines for Internal Control
Standards for the Public Sector” (INTOSAI 2004)
adopted at the 2004 Budapest world congress of
INTOSAL where the Hungarian version of the dia-
gram depicting the control system replaced the term
“risk assessment” with the far broader term of “risk

management”.

Hungarian standard effective from 1 January 2015:
MSZ 1SO 31000:2015 Risk assessment and man-

agement. Basic principles and guidelines.

With respect to the concurrent consideration of
time and space considerations, regional econom-
ics, for example, distinguishes between “static” and
“dynamic” agglomeration benefits, the former es-
sentially allowing for cost reduction while the latter
facilitating innovation and differentiation (Lengyel
and Rechnitzer, 2004).

The methodology of Governance Capability As-
sessment (also referred to as “Governance SPICE”
by a narrow segment of the academic community)
has been developed under the direction of the Bu-
dapest Business School and the professional coor-
dination of Jdnos Ivanyos, with support from the
European Commission under the (IA-Manager and
MONTIFIC) Leonardo da Vinci LLP-projects im-
plemented between 2005 and 2010, and presented
at professional consultations (with, among others,
the President of the European Court of Auditors)
and at international and local IIA and ISACA con-
ferences. The methodology developed on the basis
of the ISO/IEC 15504 process assessment standard
(ISO/IEC, 2003) presented at the workshop of the
2010 pan-European EuroCACS Conference of the

Information Systems Audit and Control Associa-

rated into the Audit Guidelines of the COBIT 5 IT
governance framework (COBIT Process Assessment

Model) published in 2012.

The model of corporate governance and the risk
management and compliance governance scenarios
for the selection and application of governance prac-
tices supporting the achievement of organisational
goals have been developed under the direction of the
Budapest Business School and the professional co-
ordination of Jdnos Ivanyos, with support from the
European Commission under the BPM-GOSPEL
(Business Process Modelling for Governance SPICE
& Internal Financial Control) Leonardo da Vinci
LLP-project (2010-2013). The performance indica-
tors for risk management governance are presented

in this article based on the results of this project.

Performance indicators of lower governance and
capability levels should be understood as the perfor-
mance indicators (performance drivers) of the next

(higher) level.

The achieved capability levels of the designed (and
in this case, risk management supporting) govern-
ance processes contribute to effective risk manage-

ment governance as petformance drivers.

The case study (Z7usted Business Partners Kft., 2013)
on the applicability of the methods presented in this
study was prepared under the programme entitled
“Corporate governance in public asset management”
launched by the management of the Hungarian Na-
tional Asset Management Inc. (MNV Zrt.) in 2013
for the purpose of improving the governance and
risk management practices of companies owned by

the state of Hungary.
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